AWS Identity and Access Management (IAM)
Master File

1. Understanding AWS IAM Core Concepts

Short description: Introduces IAM's fundamental purpose, identity model, global scope, and how it provides
authorization across AWS.

2. Internal Architecture of AWS IAM

Short description: Covers IAM's backend control plane, request evaluation pipeline, consistency model, and
region-global interaction.

3. IAM Identities: Users, Groups, Roles, and
How They Work

Short description: Explains internal logic, behavior, trust relationships, and evolution of identity constructs.

4. 1AM Policies and Their Structural Design

Short description: Deep look into identity policies, resource policies, session policies, policy documents, and
policy inheritance logic.

5. IAM Permissions: Evaluation Logic and
Decision Flow

Short description: The complete “deny/allow/implicit-deny” algorithm, policy merging, policy conflicts, and final
decision output.

6. Access Control Models Used Inside IAM

Short description: Covers RBAC, ABAC, resource-based access, conditional access, and hybrid models inside
AWS.

7. 1AM Role Assumption and STS Architecture

Short description: Internal working of AssumeRole, temporary credentials, token architecture, and security
guarantees.

8. Cross-Account IAM Access and Trust Design

Short description: Detailed logic of external principal access, trust policies, external ID, and secure delegation
patterns.
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9. IAM Federation and Enterprise Identity
Integration

Short description: SAML, OIDC, custom identity providers, IdP-initiated vs SP-initiated flows, and federation
scale patterns.

10. IAM Permission Boundaries and Advanced
Access Guardrails

Short description: Deep internal logic of boundaries vs policies, how enforcement works, and multi-layer
guardrail design.

11. IAM Service Control Policies (SCPs) in AWS
Organizations

Short description: How SCPs work internally, their place in the evaluation logic, and enterprise governance
patterns.

12. IAM Resource Policies and Service-Level
Access Control

Short description: Explains resource-based policies (S3, Lambda, KMS, API Gateway, etc.) and their interaction
with identity policies.

13. IAM Session Policies and Permission
Restriction at Runtime

Short description: Runtime narrowing of permissions, role-chaining, and security impact of session policy
stacking.

14. IAM Best Practices for Security Hardening

Short description: Covers strong authentication, key rotation, role-based access segmentation, separation of
duties, and governance.

15. Monitoring and Auditing IAM Activity

Short description: CloudTrail, Access Analyzer, IAM Credential Reports, log interpretation, and anomaly
detection models.
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16. IAM Operational Excellence and
Enterprise-Scale Management

Short description: Managing thousands of roles/policies, lifecycle automation, naming standards, drift
avoidance, and audits.

17. IAM for Multi-Account and Multi-
Environment Architectures

Short description: How IAM scales across landing zones, dev/stage/prod isolation, control-tower patterns, and
environment blast-radius design.

18. IAM Security Risks, Attack Vectors, and
Defense Patterns

Short description: IAM privilege escalation paths, credential misuse, trust-policy abuse, and mitigation
techniques.

19. Consolidated IAM Summary and
Architectural Blueprint

Short description: A single consolidated, deep summary of IAM architecture, evaluation logic, security, and
operations.

20. IAM Misconceptions, Pitfalls, Interview
Traps, and Architecture Mistakes

Short description: The most common misunderstandings, subtle traps, misconfigurations, and how to avoid
them.

1. Understanding AWS IAM Core Concepts

1 — What IAM Fundamentally Is and Why It Exists

AWS Identity and Access Management (IAM) is the central authorization system that decides who can do what
on which resource under which conditions in every part of AWS. It is the single unified security layer that
spans the entire AWS ecosystem. When we say IAM is the “authorization brain” of AWS, we mean that every
AWS API call—whether done by a human, an application, a function, a service, or even another AWS system—
must be evaluated by IAM before the action is allowed to proceed. IAM forms the logical boundary between
principals and resources, and it dictates the exact shape of that relationship using policies, identities, trust
graphs, and explicit evaluation logic.
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IAM exists because cloud environments require a centralized, consistent, and deterministic authorization
mechanism. Without IAM, each AWS service would have its own logic for permissions, and cross-service
security would become chaotic. IAM standardizes the entire security model across AWS by enforcing a unified
policy language, a unified evaluation engine, and a unified credentialing approach. IAM is not merely a
“permissions system”; it is a global governance architecture that ensures that every identity interaction inside
AWS is authenticated, authorized, logged, evaluated, and fully deterministic.

2 — IAM as a Global, Region-Agnostic Security Substrate

IAM is one of the few AWS services that is globally scoped, not regional. This means IAM identities such as
users, groups, roles, and identity policies are not tied to us-east-1 or ap-south-1; they reside in a global control
layer. This architectural decision ensures consistency because AWS services operating in any region must be
able to validate permissions against the same identity configuration. If IAM were regional, authorization
decisions would become inconsistent across regions, roles would diverge, and multi-region security would be
extremely fragile.

This global nature is important because the IAM “brain” must be accessible to every AWS service in every
region. The evaluation engine is global so that API calls originating from any region send principal context to
the IAM backend. IAM then evaluates: “Is this principal allowed to perform this action on this resource under
current conditions?” Once the decision is returned, the target region executes the API call. This separation of
“identity decision-making” and “regional resource execution” ensures strong global consistency.

3 — The Principal-Action-Resource-Condition Model

IAM's logical core is built upon the principal-action-resource-condition model. Every authorization attempt
can be reduced to these four fundamental dimensions.

A principal represents the entity performing the action. This could be a user, role, federated identity, AWS
service identity, workload identity, or temporary credential session. A principal is not merely a name—it carries
credentials, trust relationships, attached policies, and security context.

An action is the AWS API operation the principal attempts to perform. Actions represent the verbs of AWS,
such as s3:PutObject, ec2:Startinstances, or kms:Encrypt. Actions are defined by services, but IAM decides
whether a principal is authorized to execute them.

A resource is the AWS entity that the action targets, such as an S3 bucket, DynamoDB table, KMS key, secret,
function, or instance. IAM policies specify which resources the principal can access and under what conditions.

A condition allows IAM to impose context-based restrictions. Conditions may check IP address ranges, time of
day, MFA usage, VPC endpoints, whether the request comes from a certain AWS “source ARN,” or thousands of
other contextual elements. Conditions act as the dynamic constraint layer that makes IAM flexible and enables
attribute-based access control (ABAC).

Understanding this four-element model is essential because every IAM decision is ultimately expressed in this
form.
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4 — How IAM Fits Into Every AWS APl Request

Every AWS API request—from a CLI command, SDK call, console action, HTTP request to a signed APl Gateway
endpoint, or internal AWS service-to-service call—must pass through the IAM authorization step. Nothing
bypasses IAM. Even AWS services internally assume roles, use service-linked roles, or rely on resource policies
that must still be validated by the IAM engine.

When an API request arrives at AWS, the authentication layer first identifies the principal using credentials
(access keys, temp credentials, IAM role session context, SAML assertion, OIDC identity token, etc.). Once the
principal is identified, the request context is forwarded to the IAM decision engine. IAM gathers all relevant
policies for that principal, merges them, evaluates deny-and-allow rules, evaluates conditions, and produces a
single final decision: Allow or Deny. If the evaluation results in Deny, the request is blocked and logged. If
Allow, the request proceeds to the target service.

This decentralized enforcement but centralized decision model is what allows AWS to scale security across
thousands of services and millions of APl requests per second.

DIAGRAM 1 — Full IAM Request Flow (High-Level Processing Path)

| AWS API REQUEST |
| (CLI / SDK / console / Service-to-Service) |

| AUTHENTICATION LAYER |
| (Identify Principal) |

| IAM EVALUATION ENGINE |
| Merge Policies |
| Apply Deny Rules |
| Apply Allow Rules |
| Evaluate Conditions |
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This diagram represents the standard IAM decision path used across all of AWS. The authentication layer
identifies the principal. The IAM engine then executes a deterministic evaluation of permission context and
conditions. Only after IAM returns an Allow can the target service execute the operation.

5 — IAM as a Deterministic Policy Evaluation System

The most important conceptual foundation of IAM is that it is deterministic. Every IAM decision must be fully
predictable given the same set of inputs. No randomness, no heuristic matching, no probabilistic evaluation.
Determinism is absolute because security must be mathematically precise.

IAM achieves this determinism through several architectural principles.

The first is the default deny principle. If no policy explicitly allows an action, it is implicitly denied. This
prevents accidental access. The second is the explicit deny rule, which overrides any allow. If any policy
attached to the principal or resource explicitly denies an action, the entire request is denied. This is the main
mechanism that prevents privilege escalation through policy overlaps.

The third principle is the combined policy evaluation order, where IAM collects identity policies, resource
policies, permission boundaries, session policies, service control policies, and any contextual constraints. IAM
then merges them into a unified evaluation context and applies the final decision algorithm.

Through these mechanical rules, IAM ensures that authorization outcomes are completely deterministic and
auditor-friendly.

DIAGRAM 2 — Deterministic IAM Decision Algorithm

1. Start with Default: IMPLICIT DENY |
2. Apply Service cControl Policies (Organizations Level) |
3. Apply Permission Boundaries (Identity Level) |
4. Apply Identity-Based Policies (Users/Roles) |
5. Apply Resource-Based Policies (S3/KMS/Lambda/etc.) |
6. Apply Session Policies (STS) |
7. Evaluate Trust Policies if Role Assumption Involved |
8. Evaluate Conditions (A1l Layers) |
9. If ANY Explicit Deny - FINAL DECISION = DENY |
10. If ANY Allow (and no Deny) - FINAL DECISION = ALLOW |

This is the core logic behind every IAM decision. The ordering is designed to guarantee predictable results even
in extremely complex enterprise environments.
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6 — IAM as the Foundation for All AWS Security Models

IAM is the security root of AWS. Every advanced security system—whether federation, Zero Trust access, cross-
account delegation, identity-aware network controls, service-role delegation, or resource-level policies—
ultimately depends on IAM's core logic.

Federation uses IAM roles as the termination point for SAML, OIDC, or external identity provider assertions.
AWS Organizations uses IAM's policy logic to implement SCPs. Resource policies extend IAM's language to
individual resources like S3 or KMS. Even services like Amazon S3 or Lambda rely on IAM to make security
decisions.

Without IAM, AWS would not be able to offer multi-tenant cloud security at a global scale.

DIAGRAM 3 — IAM as the Security Foundation Layer
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| AWS SECURITY STACK |
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| AwWS SERVICE SECURITY (S3, EC2, KMS, Lambda, DynamoDB) |
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| RESOURCE POLICIES (S3 Policies, KMS Key Policies, etc.) |
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| FEDERATION (SAML, 0IDC, IDP Integration) |
o +

e bttt bbbt +
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| GLOBAL EVALUATION ENGINE (Authz Brain for A1l AwS) |
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This diagram shows how IAM forms the bedrock that other security layers depend on. Nothing above it can
function if IAM is misconfigured.

7 — IAM as a Global Policy Language and Governance
Framework

IAM provides a single policy language across AWS. This is not just a JSON structure—it is a full governance
framework. The IAM policy language defines actions, resources, effects, conditions, and principals. This
uniform language allows thousands of services to adhere to the same authorization standard.

IAM governance means that security teams can enforce organizational standards, least privilege requirements,
multi-account governance, and automated reasoning tools such as Access Analyzer. The uniformity of the
language allows large enterprises to apply universal guardrails across hundreds of AWS accounts.
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IAM's governance role ensures that even as organizations grow from tens to thousands of AWS accounts,
security remains manageable and provably correct.

2. Internal Architecture of AWS IAM

1 — Understanding IAM’s Global Control Plane
Architecture

IAM is built on top of a specialized global control plane, meaning it does not run as a region-specific service
like S3 or DynamoDB. Instead, IAM’s internal systems operate from AWS's global control infrastructure, which
spans multiple AWS partitions and uses cross-region replication to maintain consistency. This global design
ensures that identity objects such as users, roles, policies, and groups are available worldwide with
deterministic behavior.

The IAM control plane is composed of a globally replicated metadata system that stores identity definitions,
trust policies, permission policies, and credential mappings. When AWS services in any region require
authorization, they interact with this global IAM backend. Instead of storing identities in every region, AWS
uses a central, highly replicated “identity database” that is part of IAM's control plane.

IAM's global nature is architected around strong durability but not global strong consistency. Instead, IAM uses
a read-after-write eventual consistency model for some operations, especially after creating or modifying
policies or roles. This design was chosen because IAM is part of the AWS “super-control-plane,” which
prioritizes durability and fault tolerance at a massive global scale.

DIAGRAM 1 — IAM Global Control Plane Architecture

Global Identity Metadata Store (Users, Roles, Policies)
Multi-Region Replication (Across Global AwS Partitions)
Highly Durable Identity Configuration Database

Central Policy Evaluation Engine
Credential validation Subsystem
Trust Policy Verification Engine
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This diagram highlights how all AWS regions consult the same global IAM control plane for identity and
authorization data.

2 — |AM'’s Internal Data Model: Identities, Policies, and
Trust Documents

IAM organizes its internal structures into three major classes of data: identity objects, policy documents, and
trust documents.

Identity objects such as users, roles, and groups are stored in a metadata format that includes identifiers, trust
relationships (for roles), and associated policy attachments. IAM identities are not “accounts” or “profiles”; they
are defined metadata objects in the global database. Each has an Amazon Resource Name (ARN) that uniquely
identifies it in the global namespace.

Policy documents are stored in a normalized internal format derived from the JSON policy. The JSON policy
that we write is first parsed, transformed, validated, and stored in an internal representation optimized for
evaluation speed. IAM does not evaluate raw JSON; it evaluates a compiled internal structure that allows
extremely fast merging, condition checking, and deny-rule scanning.

Trust documents are a special class of policies attached to roles that define which external principals may
assume those roles. These documents are segregated from identity policy documents because their purpose is
different—they authorize “entry” into a role’s identity boundary, not actions on resources.

IAM uses internal hashing, versioning, and compressed representations of these documents to ensure fast
access and efficient replication across the global control plane.

DIAGRAM 2 — IAM Internal Data Model

Identity Objects:
- Users (Credential Mappings, Policy Attachments)
- Roles (Trust Docs, STS Session Constraints)
- Groups (Aggregated Permissions)

Policy Objects:

- Managed Policies (AwWS/Customer Managed)
- Inline Policies (Stored per Identity)

Trust Policy Objects:
- Role Trust Policies (Who Can Assume Role?)

I I
I I
I I
I I
I I
I I
| - Identity-Based Policies (Compiled Forms) |
I I
I I
I I
I I
I I
[ - External Principal Mappings |

This structure enables IAM to evaluate permissions quickly and globally.
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3 — IAM'’s Policy Evaluation Pipeline: How the Engine
Processes Every Request

When a request reaches IAM, it enters the policy evaluation pipeline, which is an ordered sequence of steps
designed to ensure deterministic permission decisions. The pipeline does not simply “check policies”; it
performs a multi-layer compilation of identity policies, resource policies, boundaries, and restrictions from
AWS Organizations.

The pipeline begins with authentication metadata (principal, account, user/role type, and session context). IAM
pulls the identity’s attached policies, applies permission boundaries, merges managed policies, retrieves
resource policies if the service has them, and fetches session policies for temporary credentials. It then
produces a unified evaluation structure.

At evaluation time, IAM checks explicit deny rules first, because explicit deny has the highest priority. After
deny evaluation, IAM performs allow evaluation by scanning effective permissions. If conditions are involved,
IAM checks condition keys and ensures that each required condition is met. The final result is a binary
outcome: allow or deny.

This pipeline is optimized to handle billions of evaluations per day across AWS's global infrastructure.

DIAGRAM 3 — IAM Policy Evaluation Pipeline

. Request Arrives (Principal, Action, Resource, Context)
. Pull Identity Policies (Managed + InTine)

. Apply Permission Boundaries

. Apply SCP Constraints (if Organizations enabled)

. Evaluate Explicit Deny (Highest Priority)

1
2
3
4
5. Merge Resource Policies (S3, KMS, Lambda, etc.)
6
7
8. Evaluate Allow

9. Evaluate Conditions (IP, MFA, Time, VPC, etc.)

I
I
I
I
I
. Merge Session Policies (STS) |
I
I
I
10. Produce Final Decision (Allow / Deny) |

IAM evaluates this pipeline for every API call, providing consistent behavior across all regions and services.

4 — IAM'’s Credential Validation System

Behind IAM lies a specialized subsystem responsible for validating credentials: the credential validation
system.

This subsystem validates:

e Access keys

e Secret keys
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e STS temporary credential tokens

e SAML assertions

e QOIDCID tokens

e Session tokens and MFA requirements

e AWS internal service credentials

When an AWS API call arrives, the authentication layer forwards credential metadata to IAM's credential
validator. This validator checks cryptographic signatures, token formats, issuer information, token expiration,
session constraints, MFA flags, and linked identity metadata. Only after credentials are authenticated can the
authorization engine proceed.

This system uses hardware security modules (HSM-backed systems for some services such as KMS
integration), large-scale distributed caches, and global replication to maintain ultra-low latency for millions of
credentials per second.

5 — IAM'’s Evaluation Optimization: Caching, Pre-
Compilation, and Policy Graphs

Given that every AWS service relies on IAM, AWS must ensure near-instant authorization performance. IAM
achieves this through:

1. Compiled policies, not raw JSON evaluation.
2. Caching layers in IAM's global backend for identity metadata and policy graphs.
3. Service-side caching, where AWS services cache verified permissions at micro-timescales.

4. Policy graph precomputation, where IAM precomputes decision edges for large policies.

IAM uses a combination of global caches and local region-side caches to prevent the IAM backend from
becoming a bottleneck. However, the final authority always remains with the IAM global control plane.

6 — IAM'’s Eventual Consistency Model and Why It Exists

IAM adopts eventual consistency for modifications like:

e Attaching/detaching policies
e (Creating/deleting roles
e Updating trust policies

e Revoking or adding permissions

This is because the global identity database uses multi-region replication, where updates propagate
asynchronously but reliably. Eventual consistency ensures that IAM remains durable and stable across large-
scale distributed systems.

The consistency delay is typically very small (seconds), but for mission-critical automation workflows, AWS
recommends techniques such as automatic retries or stabilization waits.

This model is a deliberate architectural choice that trades microsecond consistency for global durability,
geographic resilience, and scalability.
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7 — AWS Service-to-IAM Communication Architecture

Every AWS service uses a standardized API to communicate with IAM. When a service receives an API request
(e.g., “start an EC2 instance”), it extracts the principal context and sends a AuthorizeRequest call to the IAM
backend. IAM then returns an Allow/Deny decision.

Even AWS internal services, such as Lambda, DynamoDB, and S3, delegate all of their authorization
responsibilities to IAM. This is why IAM is sometimes referred to as the “authorization kernel” of AWS.

DIAGRAM 4 — AWS Service to IAM Communication Flow

S e e + AuthorizeRequest Ireccssosoesosnoseenoomom +
| AS SERVAEE (BER)| =——creemessorocessssoos > | IAM EVALUATION ENGINE|
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I |
| Reommomcmosses Allow / Deny --------—--——-—-————- +
|
v
e e e e +

This universal communication model ensures uniform security enforcement across AWS.

3. IAM ldentities: Users, Groups, Roles, and
How They Work

1 — Understanding IAM’s Identity Model and Why It Was
Designed This Way

IAM identities form the backbone of AWS's authorization structure. These identities represent principals—
entities capable of making requests to AWS. The identity model of IAM is deliberately minimalistic yet deeply
expressive. It avoids complex hierarchies and instead uses a flat global namespace (with ARNs) to define
identity boundaries. This simplicity allows IAM to scale across millions of identities and trillions of authorization
checks without introducing inheritance complexity that traditionally burdens enterprise identity systems.

AWS designed IAM identities around three key goals: deterministic access evaluation, unambiguous trust
boundaries, and composable security. A principal in [AM is not merely a “user profile,” but a complete security
object with policies, credentials, roles, trust relationships, and session contexts. The principal boundary defines
what an entity is allowed to perform in AWS, and IAM's identity model expresses these relationships in clean,
isolated constructs that avoid overlap.
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Understanding IAM's identity categories—users, groups, roles, and special AWS service principals—is essential
because each category has a distinct purpose and behavior. Incorrectly using identities leads to large-scale
security flaws, privilege creep, and inability to manage authorization across multiple accounts.

2 — |IAM Users: Long-Term Principals for Humans or Rare
System Use-Cases

An |IAM user is a type of long-term identity representing a human operator or, in rare cases, a legacy system.
Users have permanent credentials, meaning they can have access keys, passwords, and MFA devices. The
purpose of IAM users is to give a single named identity to an individual when role-based access is not available.
Over time, AWS has strongly discouraged creating large numbers of IAM users and instead encourages
federation through SSO or identity providers.

Internally, IAM stores users as distinct identity objects that map to authentication credentials. These mappings
include password hashes (stored securely in AWS internal identity metadata systems), MFA bindings, and
access key metadata. Every user is defined by an ARN that uniquely locates them in the global IAM namespace.

Users are evaluated with policies directly attached to them (inline or managed) and through group
membership. Because users carry long-term credentials, they represent higher security risk. AWS recommends
using users only when federation is not possible and to give users minimal privileges through role assumption
rather than direct permissions.

DIAGRAM 1 — IAM User Identity Structure

| - Identity Metadata (ARN, Name, Unique ID) |
| - Permanent Credentials (Keys/Password/MFA) |
| - Attached Policies (Inline + Managed) |
| - Group Memberships (0..Many) |
| - Evaluation Context (Identity Policies + Boundaries + SCPs) |

This structure shows why IAM users are long-term principals and must be used sparingly.

3 — IAM Groups: Aggregation of Permissions, Not
Identities

An IAM group is not a principal and cannot perform actions on its own. Instead, a group is a mechanism for
aggregating permissions and applying them to multiple users. Groups exist to solve the management
challenge of assigning permissions at scale. A user can be part of multiple groups, and IAM merges all group
policies during evaluation.
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Groups do not carry credentials, do not assume roles, and do not have session contexts. They function as a
logical container used exclusively for permission attachment. AWS consciously designed groups without
identities to prevent confusion in authorization. In identity models like Active Directory, groups sometimes blur
the line between security principals and permission objects. In IAM, groups exist solely as permission
aggregators.

Groups also exist primarily for legacy environments. In large, modern AWS organizations, human access is
typically managed through SSO or identity federation, with permissions granted through roles rather than
user-group structures.

DIAGRAM 2 — IAM Group Identity Model

| - Not a Principal (Cannot Make Requests) |
| - No Credentials |
| - Holds Managed/Inline Policies |
| - uUsers Inherit A1l Group Policies |
| - Used for Permission Aggregation Only |

This model prevents groups from becoming security principals, ensuring IAM remains clean and predictable.

4 — |IAM Roles: The Most Important and Most Powerful
Identity Type

IAM roles are the centerpiece of AWS security. Unlike users, roles have no permanent credentials. Instead,
roles are assumed by principals that need temporary privileges. When a principal assumes a role, AWS STS

issues temporary credentials with a limited lifetime and specific session permissions. This eliminates long-
term credentials and enables robust, least-privilege designs.

Internally, roles consist of two primary components:

1. Trust Policy — defines who can assume the role.
2. Permissions Policies — define what the role can do once assumed.
The trust policy is evaluated before role assumption and acts as the gatekeeper. If the trust requirements are

met, STS generates a session. The permissions policies then apply to that session to determine what actions
are allowed.

Roles are the preferred identity mechanism for:

e Applications
e AWS services
e Lambda functions

e EC2 instances
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e (Cross-account access

Federated identity access
e Temporary administrator or break-glass access

e Zero-trust architectures

AWS pushes roles as the universal principal because they eliminate the risk of storing credentials and allow
controlled, temporary access boundaries.

DIAGRAM 3 — IAM Role Component Model

1. TRUST POLICY I
- Who Can Assume the Role? |
- Cross-Account Trust?
- Federation Allowed?

I
I
I
I
I
| 2. PERMISSIONS POLICIES

| - what can This Role Do? I
| - Managed + Inline Policies |
I

I

I

I

I

3. STS SESSION GENERATED ON ASSUMPTION |
- Temporary Credentials |
- Session Policies |
- Scoped Permissions |

This separation between trust and permissions is the foundation of AWS's delegation model.

5 — How Role Assumption Works Internally (Identity
Transformation)

When a principal assumes a role, an important transformation occurs: the principal’s identity becomes the
role’s identity for the duration of the session. The principal’s original identity is still logged for tracking via the
session context, but authorization is based entirely on the permissions attached to the role.

The internal process works as follows:

e The principal requests to assume the role through STS.

IAM verifies the trust policy to determine whether the principal is authorized.

IAM checks external ID, MFA, source IP, or any requirement in the trust document.

STS issues temporary credentials bound to a session.

The session carries the role's identity and permissions.
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This mechanism allows secure delegation without exposing permanent credentials. It also enables controlled
privilege boundaries and drastically reduces the blast radius of identity compromise.

6 — How IAM Service Principals Work

AWS services such as Lambda, EC2, Glue, and Step Functions have internal “service principals” that allow them
to interact with IAM. These service principals exist to authorize service-to-service operations.

For example, the principal Tambda.amazonaws.com describes the Lambda service when it needs to assume
execution roles. AWS uses service principals to cleanly separate human/application identities from service
identities.

Service principals obey the same trust policy rules as human or application principals. Every trust policy that
references a service principal effectively authorizes AWS to act on your behalf when running a service.

7 — lIdentity-Based vs Resource-Based Identity Models

IAM defines two kinds of identity references:

1. Identity-based (user, role, group)

2. Resource-based (S3, KMS, Lambda, etc.)
Identity policies attach to users and roles to define what they can access.
Resource policies attach to individual resources and define who can access them.

Resource-based policies can contain principals because they operate as “access lists.” Identity policies do not
contain principals because they define the identity's own permissions.

Understanding this difference is crucial for designing cross-account access and least-privilege architectures.

DIAGRAM 4 — Identity vs Resource Policy Boundaries

o + e it T +
|  IDENTITY POLICY | | RESOURCE POLICY |
e + e e e e T +
| Applied to User/Role | | Attached to Resource

| Does NOT contain | | Contains Principals |
| Principals | | Grants Access To Identities |
e + e ettt +

This separation ensures clarity in authorization structures.

4. 1AM Policies and Their Structural Design
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1 — Understanding IAM Policies as the Core Grammar of
AWS Authorization

IAM policies are the fundamental language that AWS uses to express permission intent. Everything IAM does
—whether allowing or denying an AWS API call—is governed by this policy language. A policy is not simply a
JSON document; it is an abstract representation of authorization logic that IAM compiles into an internal
structure optimized for deterministic evaluation.

A policy defines which actions a principal can perform, on which resources, and under which conditions.
The language is extremely expressive yet tightly constrained, ensuring that permissions are explicit, auditable,
and fully deterministic. IAM policies are designed around the principle that security must be machine-
verifiable, predictable, and composable at scale.

Understanding IAM policies requires us to internalize two facts:

First, policies are never evaluated individually; IAM always merges all relevant policies into a cumulative
authorization context. Second, the policy language is intentionally non-hierarchical and non-inheritable. AWS
avoided the hierarchical ACL problems of traditional enterprise security systems by building a flat, explicit
JSON-based model.

2 — The Three Classes of IAM Policies: Identity, Resource,
and Boundary Policies

Although all IAM policies use the same JSON syntax, they fall into distinct categories with different roles in the
authorization process. These categories form a layered authorization model that determines how IAM
interprets permissions.

Identity-based policies—attached to users and roles—define what those identities are allowed to do. They do
not contain principals because they describe the identity itself.

Resource-based policies—attached to individual AWS resources—define which principals are allowed to
access the resource. These policies include principals because they define who can access the resource
boundary.

Boundary policies—permission boundaries—restrict the maximum permissions an identity may have,
regardless of the identity’s own policies. A permission boundary does not grant permissions; it only limits
them.

The layering of these policies creates a powerful multi-dimensional authorization system that allows for
extremely fine-grained and secure access control.

DIAGRAM 1 — IAM Policy Categories

Identity-Based Policies |
- Attached to Users/Roles |
- Define what Identity Can Do |
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Resource-Based Policies |
- Attached to Resources (S3, KMS, Lambda, etc.) |
- Define who Can Access the Resource |

Permission Boundaries |
- Attached to Roles/Users |
- Limit Maximum Allowed Permissions |

This diagram reflects how the three types of policies coexist within IAM’s evaluation model.

3 — Structure of an IAM Policy Document (Effect, Action,
Resource, Condition)

Every IAM policy follows a rigid structural grammar with these mandatory and optional components:
e Version: Defines policy language version; currently “2012-10-17".
e Statement: An array of individual authorization rules.
e Effect: Either “Allow” or “Deny"”.
e Action/NotAction: Defines which AWS API calls the statement applies to.
e Resource/NotResource: Defines which resources the action applies to.
e Condition: Defines contextual constraints under which the statement applies.

e Principal: Used only in resource-based policies.

IAM intentionally does not allow hierarchical inheritance. Each statement is evaluated independently, and the
policy does not reference other objects. This design eliminates ambiguity and minimizes accidental privilege
escalation.

An |IAM statement is effectively an authorization “rule cell” that IAM evaluates against each APl request.

DIAGRAM 2 — Policy Statement Structure

Effect: Allow / Deny
Action: aws-service:APIOperations

| |
| |
| Resource: arn:aws:service:region:acct:resource
| condition: Key-value Constraint Logic |
I I

Principal: (Only in Resource Policies)

The policy language is declarative and reads as “Allow principal X to perform Y on resource Z if conditions are

"

met.
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4 — Why IAM Policies Use JSON and Why the Policy
Grammar Is Strict

IAM policies are expressed in JSON because JSON is machine-parseable, deterministic, schema-compatible, and
easy to create programmatically.

But IAM does not evaluate JSON directly. JSON is simply a serialization format.
AWS internally transforms JSON policies into a compiled structure similar to an abstract syntax tree (AST).
The strict grammar exists for four reasons:

1. Predictability — no implicit rules, inheritance, or ambiguous defaults.
2. Security — errors must fail closed (deny by default).
3. Automation — tools like Access Analyzer can mathematically reason about policy structures.

4. Scalability — compact policy structures replicate efficiently across AWS's global identity infrastructure.

AWS intentionally kept JSON flat with limited nesting to prevent policies from becoming recursively complex or
unreasonably expressive.

5 — Managed Policies, Inline Policies, and the Internal
Difference Between Them

IAM policies can be attached as managed policies or inline policies.

AWS-managed policies are maintained by AWS and automatically updated when AWS adds new services or
features.

Customer-managed policies are reusable managed policies created by customers.
Inline policies are embedded directly within an identity and cannot be reused.

Internally, managed policies are stored as standalone policy objects with unique identifiers and version
histories. Inline policies are stored as fragments inside identity metadata.

Because managed policies are independent objects, IAM can distribute and cache them more efficiently. Inline
policies, however, require IAM to load the entire identity object, making updates slightly less efficient.

AWS recommends using managed policies for maintainability and inline policies for very identity-specific
exceptions.

DIAGRAM 3 — Managed vs Inline Policy Storage

| MANAGED POLICIES: |
| - Independent Objects |
| - Versioned |
| - Reusable Across Roles/Users [
I
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INLINE POLICIES: I
- Embedded Inside Identity Object |
- Not Reusable |
- Tight Coupling to User/Role |

This distinction influences policy replication, evaluation speed, and maintenance workflow.

6 — Condition Keys: The Heart of IAM’s Dynamic
Authorization Logic

Conditions are the most powerful component of IAM policies. They allow IAM to evaluate requests dynamically
based on context.

Condition keys can reference:
e |P addresses
e VPC endpoints
e Encryption usage
e MFA authentication status
e Time-of-day windows
e ARN global string matches
e |dentity attributes
e Tags
e Request types

e TLS versions

Conditions enable IAM to move beyond static RBAC into ABAC (attribute-based access control), allowing deep,
context-aware security.

Internally, IAM compiles conditions into constraint objects. These constraint objects are evaluated after deny
and allow matching but before final decision resolution. IAM merges condition logic across all relevant policies,
using a deterministic Boolean evaluation system.

7 — Explicit Deny: The Non-Negotiable Rule of the Policy
Model

Explicit deny is the highest-priority rule in [AM’s entire evaluation engine.

If any policy—identity-based, resource-based, boundary, session, or SCP—contains an explicit deny that
matches the request, IAM immediately denies the action.

This rule is what enables secure guardrails in enterprise-scale AWS environments.

It prevents privilege escalation even when multiple policies grant permissions.
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Explicit deny exists because AWS needed a mechanism stronger than allow statements to enforce security
boundaries, especially in multi-account setups.

DIAGRAM 4 — Priority of Explicit Deny

| 1. Explicit Deny (Highest Priority) |
| 2. Allow (If no deny applies) |
| 3. Implicit Deny (Default) |

This priority ensures that all other policy types must respect deny rules.

8 — Policy Size, Policy Limits, and Why Restrictions Exist

AWS imposes strict size limits on IAM policies—not arbitrarily but to preserve the performance guarantees of
the global IAM system.

Large policies replicate more slowly, merge more slowly, evaluate slower, and risk introducing ambiguity.
To maintain global IAM reliability, AWS enforces:

e Statement count limits

JSON size limits
e Managed policy version limits

e Policy attachment limits

These limits prevent IAM from becoming overloaded and ensure that identity lookups remain extremely fast
even at global scale.

Enterprises with large access requirements use permission modeling (ABAC), role hierarchies (built through
composition, not inheritance), or scoped-down roles to avoid policy bloat.

5. IAM Permissions: Evaluation Logic and
Decision Flow

1 — Understanding IAM Permissions as a Deterministic
Decision System

IAM permissions are not a collection of checks or scattered rule sets. They are the output of a deterministic
evaluation engine that processes a principal's request through multiple layers of policies, conditions, and
denials. Every AWS API call ultimately becomes a yes/no decision derived from IAM's permission logic.


af://n385
af://n389
af://n405
af://n407

This evaluation system is designed around a strict mathematical principle: the final decision must always be
predictable, repeatable, and explainable. This predictability is what differentiates IAM from legacy
enterprise authorization systems. There is no inheritance, no ambiguity, and no context that IAM does not
explicitly check.

When a principal calls an AWS API, IAM evaluates identity policies, resource policies, boundary policies, service
control policies, and session policies. All of these combine to determine whether the action is allowed. IAM
permissions therefore represent the resolved and enforced intersection of all possible policy layers.

2 — The Identity Context: What IAM Knows Before
Evaluating

Before IAM even evaluates permissions, it constructs a principal context. This context defines who the
principal is, how they authenticated, what session attributes exist, and what identity type is being used.

For example:

e Arole session contains data like the role ARN, session name, session tags, and trust enforcement
metadata.

e Afederated session includes identity provider claims, mapped attributes, and session policy overlays.

e A user principal includes access key metadata, MFA flags, and group memberships.

IAM stores all this metadata as part of the authorization request. This principal context is essential because
permission evaluation depends not only on policies but also on session attributes and request metadata.

IAM's principal context ensures that even if an identity is composed of multiple layers—identity — role
assumption — session policies—every attribute is captured and evaluated deterministically.

DIAGRAM 1 — Principal Context Construction

| - Principal Type (User/Role/Federated/Service) |
| - Identity Metadata (ARN, Unique Identifiers) |
| - Session Attributes (Tags, Duration, Source Identity) |
| - Authentication Flags (MFA, IP, Device Info) |
| - Group Memberships (Users Only) |
| - Policy Attachments (Managed + Inline) |
| - External Trust Metadata (Roles and Federation) |

This context is the basis upon which IAM begins permission evaluation.

3 — Pulling Policies: The First Stage of Evaluation

After IAM identifies the principal and constructs the context, it pulls in every relevant policy. This includes:
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e |dentity-based policies

e Attached managed policies

e Inline policies

e Permission boundaries

e Service control policies (from AWS Organizations)
e Resource-based policies

e Session policies (from STS)

IAM performs this step by referencing the global control plane’s identity metadata store. Managed policies are
loaded as independent objects, while inline policies must be loaded from the identity document. After loading,
IAM merges all these policies into a “composite evaluation dataset.”

The order of ingestion does not matter—IAM guarantees deterministic merging by enforcing explicit priority
rules during evaluation, not loading.

4 — How IAM Merges Policies into an Effective Permission
Set

IAM does not simply add policies together. It merges them using a formalized internal model. The merge
process includes:

e Combining all “Allow” statements that match the action.
e Combining all “Deny” statements that match the action.
e Evaluating NotAction and NotResource semantics.
e Merging conditions and verifying their satisfiability.
e Applying service control policies as hard boundaries.
e Applying permission boundaries as maximum permissions.
e Applying session policies to further restrict permissions.
This is where policies interact mathematically. IAM essentially builds a giant Boolean expression from all

rules and then simplifies it using precedence rules. The end result is a logical contract that determines whether
the requested action is allowed.

IAM's internal evaluation model ensures that even when hundreds of policies are attached to an identity, the
final permission set is still deterministic.

DIAGRAM 2 — Composite Policy Merge

S e e e Identity Policies --------------- +
|  Allow: AL, A2, A3 |
| Deny: D1 |
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e e e Boundaries & SCPS -------—--—-——-—- +
| ™max-Allow Set: Bl, B2 |
| Deny: SD1 (SCP Deny) |

e L +
|
v
T e e e e Session Policies -------------- +
| ATlow: A5 (Scoped-Down) |
e e e e +
|
%

COMPOSITE EVALUATION STRUCTURE

IAM then evaluates Deny — Allow — Conditions in this combined structure.

5 — Explicit Deny: The Core Rule That Overrides All Others

Explicit deny is the most powerful rule in IAM.

If any relevant policy contains a matching “Effect”: “Deny” statement, then:
e No allow rule can override it.
e No boundary can override it.
e No session policy can override it.

e Multi-layer ABAC rules cannot override it.

e Federation claims cannot override it.

Explicit deny is used to enforce hard boundaries, prevent privilege escalation, and ensure strict compliance.
AWS Organizations uses explicit deny within Service Control Policies to prohibit actions entirely across
accounts or organizational units.

Explicit deny is the “final authority” in IAM.

6 — Allow Evaluation: How IAM Determines Whether
Access Is Granted

If no deny rules apply, IAM moves to evaluating allowed actions.
IAM checks whether:

1. The requested action matches at least one “Allow” rule.
2. The resource ARN matches resource constraints.

3. All condition keys are satisfied.
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4. The allow is not negated by any boundary, SCP, or session policy.
IAM's allow evaluation is intentionally conservative: if there is any ambiguity, it fails closed.
Only if every factor is satisfied does IAM produce a final “Allow.”

The allow phase is where most permission errors arise, especially when boundaries, SCPs, or overlapping
resource policies introduce complex interactions.

IAM's allow evaluation ensures that permissions are not accidentally granted due to misconfiguration.

7 — Implicit Deny: The Default Security Posture

Implicit deny means:

If an action is not explicitly allowed, it is treated as denied.
IAM begins every evaluation with implicit deny.

It is the baseline that prevents accidental access.

This principle is essential in least-privilege design because it forces administrators to explicitly enumerate all
permitted actions. IAM does not guess, inherit, or assume permissions—only explicit Allow statements provide
access.

Implicit deny also ensures that removing a permission automatically denies access without additional rules.

DIAGRAM 3 — Deny-Allow-Implicit Flow

o +
| IMPLICIT DENY |
do—mmm - et +
|
v
e e e T +
| EXPLICIT DENY MATCH? |
- - fo——mm - +
I
YES | NO
Y, | v
Irecoscooscoossoos + [ S e e e e +
| FINAL: DENY | | |  ALLOW PHASE |
T e e e + | 4= F-m——- +
I I
| \Y
| deecccccoscosccssossosess +
[ | ALLOW MATCH? |
[ e e e T +
I I
I YES | NO
| v
| e +
I

| FINAL: ALLOW |
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(FINAL: DENY)

This model guarantees predictable outcomes for every IAM decision.

8 — Conditions Evaluation: IAM’s Context Enforcement
Engine

Conditions are evaluated after deny and allow checks.

IAM checks every condition in the applicable policy statement.

Example conditions include:

® aws:SourcelIp

® aws:PrincipalArn
® aws:RequestTag

® aws:PrincipalTag

® aws:SecureTransport

Time-based conditions

VPC endpoint-based conditions

e Encryption-based conditions
Conditions are evaluated using:

e Exact string matching

e Numeric comparison

e ARN pattern matching

e CIDR IP range matching

e Logical AND/OR semantics

If any required condition fails, IAM denies the request—even if allow rules matched.

This makes conditions extremely powerful for ABAC.

9 — SCPs and Permission Boundaries in the Decision Flow

Service Control Policies (SCPs) and permission boundaries operate not as policy layers but as permission
ceilings.

e SCPs limit what identities in an AWS account or OU can do.
e Permission boundaries limit what an individual role/user may ever be allowed to do.

These never grant permissions—they only restrict.
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IAM evaluates boundaries and SCPs before concluding the allow decision. If an action is allowed by identity
policies but prohibited by SCPs or boundaries, the final result is still deny.

10 — Final Decision Resolution: Returning Allow or Deny

IAM resolves the final decision by merging deny, allow, and condition checks using deterministic logic:

e |f explicit deny exists — final decision = Deny.
e Else, if allow exists and conditions pass and boundaries/SCPs permit — final decision = Allow.

e Else — implicit deny.

The returned decision is signed internally and sent to the AWS service that requested authorization. The
service then either executes or blocks the operation.

DIAGRAM 4 — Full IAM Decision Engine Summary

| 1. start with IMPLICIT DENY |
| 2. Load Identity/Resource/Boundary/SCP/Session Policies |
| 3. Evaluate EXPLICIT DENY |
| - Any match - FINAL = DENY |
| 4. Evaluate ALLOW |
| - Must match Action + Resource |
| - Must satisfy Conditions |
| - Must pass Boundaries/SCP constraints |
| 5. If allow passes - FINAL = ALLOW |
| 6. Else » FINAL = DENY |

This is the mathematical core of IAM permissions.

6. Access Control Models Used Inside IAM

1 — Understanding Why IAM Uses Multiple Access Control
Models Instead of One

Access control in AWS is not built around a single model like traditional RBAC (Role-Based Access Control) or
classic ACL systems. Instead, IAM uses a hybrid, multi-model authorization architecture because AWS must
securely support millions of identities, thousands of services, cross-account delegation, federation, and
dynamic cloud conditions. No single access control model can satisfy the flexibility and determinism required
for cloud-scale computing.
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IAM therefore integrates several access control philosophies—RBAC, ABAC, Resource-based ACL, Trust-based
delegation, and Context-based conditional logic—into a unified deterministic evaluation framework. The hybrid
nature of IAM allows AWS to maintain strict security guarantees while supporting dynamic and multi-tenant
environments.

IAM's access control models are not optional layers. They are tightly integrated and always active, creating a
multi-dimensional decision system that ensures both flexibility and strict containment of permissions.

2 — RBAC Inside IAM (Role-Based Access Control) and Why
AWS Avoids Traditional RBAC

IAM technically supports RBAC through users, groups, and roles, but AWS does not use RBAC as its primary
model. Traditional RBAC has fixed assignments between users and roles, creating rigid hierarchies. This works
in static environments but fails in large dynamic cloud deployments where users and workloads constantly

change.

AWS uses RBAC only as the foundation for the following structures:

e |AM Users — baseline identity objects
e |AM Groups — permission aggregators

e |AM Roles — assignable permission containers

But AWS avoids typical RBAC hierarchies because they create privilege creep and require constant manual
management. IAM roles purposely do not support nested inheritance, role hierarchies, or cascading roles. AWS
replaced hierarchical RBAC with flat RBAC, in which each identity clearly states its permissions without

ambiguity or implicit inheritance.

This RBAC foundation gives IAM stable identity primitives without creating tangled webs of dependencies that
lead to uncontrollable permission growth in enterprise systems.

DIAGRAM 1 — Flat RBAC in IAM

| User - Permissions |
| Group - Aggregated Perms |
| Role - Assigned Perms |

(No role inheritance,
no nested groups,
no cascaded RBAC trees.)

This design prevents runaway privilege escalation common in classical RBAC systems.
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3 — ABAC in IAM (Attribute-Based Access Control)

ABAC is one of IAM’s most powerful capabilities. ABAC allows permissions to be determined not by static roles
but by attributes, especially:

e Tags on principals (Principal Tags)

e Tags on resources (Resource Tags)

e Session attributes (Session Tags)

e Contextual AWS keys (IP, VPC, TLS, MFA, etc.)

ABAC enables extremely fine-grained, automated, scalable access control models. With ABAC, organizations
avoid creating hundreds or thousands of roles for every team, application, or environment. Instead,
permissions are dynamically granted based on matching attributes.

For example:

e Developers with tag team=payments automatically receive permissions to resources tagged

team=payments .

e AlLambda function tagged env=prod can be allowed to access only DynamoDB tables tagged

env=prod.

e Federated users can receive attributes through SSO to dynamically determine access.

IAM integrates ABAC through conditions using aws:PrincipalTag, aws:ResourceTag, aws:RequestTag, and

many others.

ABAC enables organizations to scale authorization without role explosion.

DIAGRAM 2 — ABAC Tag Matching Model

- +
| ABAC DECISION MODEL |
e et +
| Principal Tags: team=payments |
| Resource Tags: team=payments |
| Policy Condition: aws:PrincipalTag/team == aws:ResourceTag/team |
- +

- Access Allowed Dynamically

The matching is done at evaluation time, ensuring dynamic and automated least privilege.

4 — Resource-Based Access Control (The AWS “ACL-Like"
Model)

IAM also implements a model similar to resource-based ACLs.
Resource-based policies exist inside specific AWS services and are attached directly to objects such as:

e S3 buckets and objects
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e KMS keys

e SNS topics

e SQS queues

e |ambda functions

e APl Gateway REST APIs
e Secrets Manager secrets
e EventBridge rules

e ECR repositories

These resource policies contain principals, unlike identity policies. They define who can access that specific
resource boundary. Resource policies enable secure cross-account access and fine-grained permissions at the
resource edge.

An S3 bucket policy, for example, is effectively an access control list for that bucket but expressed in IAM's
JSON policy syntax.

Resource-based access control is essential for cross-account architectures because identities outside the
account cannot be referenced by identity policies alone. Resource policies define the boundary from the
resource’s perspective.

DIAGRAM 3 — Resource-Based Access Model

Effect: Allow |
Principal: arn:aws:iam::A:role/X |
Action: s3:GetObject |
Resource: bucket/object |

(Identity A can access the resource in Account B)

Resource policies create explicit trust from the resource outward.

5 — Trust-Based Access Model for Cross-Account and Role
Assumption

Another IAM access model is trust-based access, which governs who can assume a role. This model is
controlled via role trust policies. Instead of granting actions, trust policies determine who can become the
role.

Trust policies define:

e Cross-account role assumption

e AWS service role assumption
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e Federated user assumption

e (Conditional requirements for role assumption

Trust-based access is the foundation of cross-account networking, centralized security, CI/CD pipeline access,
and Zero Trust designs.

|AM separates trust from permissions because:
e Trust is about identity adoption.
e Permissions are about actions once inside that identity.

This separation prevents privilege confusion and enforces two-layer authorization for every role assumption.

DIAGRAM 4 — Trust vs Permission Separation

|  TRUST POLICY: Who Can Assume the Role? |
| PERMISSIONS POLICY: what the Role Can Do Once Assumed |

Role assumption is therefore a two-step authorization model.

6 — Context-Based Access Control (CBAC): Conditions as
Dynamic Evaluators

IAM's condition system forms a complete context-based access control engine.
Conditions use environmental inputs like:

e Source IP address
e VPC endpointID
e MFA usage

e TLS enforcement
e Time windows

e Calling service

e |dentity tags

e Resource tags

e Source account

e Encryption usage

e Request type
Conditions allow IAM to adapt authorization based on dynamic circumstances.

For example:
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e Allow access only if request is from corporate IP.
e Deny access unless MFA is enabled.

e Allow only inside a specific VPC endpoint.

e Allow access only during business hours.

e Allow tagging permissions only if tags match approved patterns.

CBAC is essential for modern Zero Trust architectures.

7 — Session-Based Access Control (STS + Session Policies)

Through AWS STS, IAM supports temporary sessions with scoped permissions.
These sessions can include:

e Session tags
e Session policies
e External IDs

e Source identity metadata

Session policies allow downstream services (STS AssumeRole) to reduce the role’s permissions at runtime,
implementing a runtime-scoped policy overlay.

This is critical for:

e SaaS providers needing to limit customer access
e Scoped CI/CD pipelines
e Temporary admin elevation

e Controlled, time-bound privileges

Because session policies strictly reduce permissions, they enforce strong least privilege boundaries.
DIAGRAM 5 — Session Restriction Model

ROLE PERMISSIONS (FULL) |
A |

v |

I

|

| | Session Policy Restricts Permissions |
I

| STS SESSION PERMISSIONS (Scoped Down at Runtime) |

IAM evaluates session policies after identity policies and before allow resolution.
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8 — Why IAM Requires All These Models to Work Together

AWS is the most diverse cloud environment in the world. It needs:

e Human access

e Machine access

e (ross-account access
e Federated access

e Temporary access

e Service access

e Resource-centric access

e Context-centric access
No single access model can support all of these. IAM therefore synthesizes:

e RBAC — static identity — stable baseline

e ABAC — dynamic matching — large-scale automation

e Resource ACL — resource boundary control — cross-account security

e Trust model — role assumption — identity transformation

e Context model — conditional enforcement — environment-level security

e Session model — temporary scoped permissions — least privilege

Together they form the most flexible and secure cloud authorization system built to date.

DIAGRAM 6 — IAM Hybrid Access Control Architecture (Unified View)

| RBAC (Users, Groups, Roles) [
| ABAC (Tags + Attribute Matching) |
| Resource-Based Access (ACL-Tike) |
| Trust-Based (Role Assumption) [
| Context-Based (Conditions) |
| Session-Based (STS Scoped Policies) |

l | | | l |
UNIFIED DETERMINISTIC IAM ENGINE

IAM integrates all models into a single, deterministic authorization decision.

7. 1AM Role Assumption and STS Architecture
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1 — Understanding Role Assumption as an Identity
Transformation Mechanism

Role assumption in AWS is not just an access control feature; it is a complete identity transformation
mechanism. When a principal assumes a role, they temporarily replace their identity with the role’s identity
for the scope of the session. This identity transformation is the core reason IAM roles are the preferred
method for granting permissions across AWS.

In traditional systems, identities often accumulate privileges over time, leading to privilege creep. AWS solves
this by allowing identities—human, service, federated, or machine—to temporarily “step into” a well-defined
permission boundary represented by a role. Instead of granting broad, long-lived permissions to a user or
machine, AWS encourages granting minimal base privileges and requiring privileged actions to occur through
role assumption.

IAM role assumption accomplishes two critical security goals:

e Elimination of long-term credentials through temporary STS-generated credentials

e Strong, explicit authorization through trust policies separate from permission policies

These two mechanisms create a layered, highly secure identity management architecture that scales across
thousands of accounts and workloads.

2 — How AWS STS (Security Token Service) Powers
Temporary Credentials

AWS STS is the identity fabric behind role assumption. It is a global subsystem responsible for issuing
temporary security credentials, each consisting of:

e Atemporary access key ID
e Atemporary secret access key
e Asession token

e A configurable expiration time

These credentials are cryptographically signed, short-lived, and entirely isolated from long-term credentials.
STS distributes them through a globally replicated architecture, allowing all regions to validate them instantly.

Temporary credentials solve one of the largest problems in cloud security: long-lived secrets.

By forcing workloads to refresh credentials automatically and frequently, AWS reduces the blast radius of
compromised credentials and ensures that leaked tokens expire quickly.

STS is not a separate identity system—it is IAM’s dynamic credential generator. It does not have its own
permissions; it simply creates sessions that IAM evaluates using role policies, session policies, and conditions.
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DIAGRAM 1 — STS Temporary Credential Lifecycle

| Principal - STS AssumeRole Request |
| sTS validates Trust Policy |
| STS Issues Temp Credentials |
| Credentials Stored in Caller Process |
| Credentials Auto-Expire and Must Be Refreshed |

This lifecycle enforces short-lived, least-privilege access.

3 — The Two-Policy Model for Roles: Trust vs Permissions

IAM separates role logic into two independent policy types:

1. Trust Policy — controls who can assume the role

2. Permissions Policy — controls what the role can do once assumed
This is the single most important conceptual structure in IAM role design.
The trust policy is evaluated before granting temporary credentials.

It functions as the identity gateway. If the caller is not explicitly trusted, IAM prevents the role from being
assumed, and STS never creates a session.

The permission policies determine the resulting capabilities of the session. This separation ensures that even if
an identity incorrectly receives a trust relationship, it still gets no extra permissions unless the corresponding
permission policies allow it.

This dual-model prevents privilege escalation and allows deep defense in depth across identity, session, and
resource boundaries.

DIAGRAM 2 — The Dual-Policy Role Architecture

|  TRUST POLICY - Who can assume the role? |
| PERMISSION POLICIES - Wwhat can the role do when assumed? |

AWS designed this model to enforce strict separation of identity entry barriers and action permissions.
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4 — Internal Flow of AssumeRole: What Happens Step-by-
Step

When a principal calls Assumerole, IAM and STS coordinate a multi-stage authorization and session
generation process. Internally, this flow is extremely complex, but conceptually, it proceeds through clear
steps.

1. Caller Makes AssumeRole Request
The request includes the role ARN, optional session tags, external ID, MFA tokens, and session duration.
2. STS Forwards Caller Context to IAM
IAM uses this context to validate whether the caller is trustworthy according to the role’s trust policy.
3. Trust Policy Evaluation
IAM checks for principals allowed in the trust policy and validates conditions such as:
o External ID
o MFA requirement
o Source account
o Source ARN
o Service principal identity
4. Session Policy Overlay (Optional)
If the caller included a session policy, IAM temporarily applies it as a scope-down layer.
5. STS Generates Temporary Credentials
If trust is satisfied, STS creates short-lived credentials bound to a session identity.
6. Session Context Constructed
IAM attaches:
o Role ARN
o Principal ARN (original caller)
o Session name
o Session tags
o Timestamp and expiration
7. Session Returned to Caller

The caller now acts with the role’s identity for the session duration.

DIAGRAM 3 — Full AssumeRole Internal Flow

caller » STS - IAM (Trust Check) - STS (Generate Session) - Caller

Expanded representation:
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| CALLER | | STS |

v I
e + fPocoroooooorsonoooeooooos +
| IAM TRUST CHECK |<-=----- | Forwarded AuthN Data
{rooocoooooooooosonoooos + {rooocoooooooooonoooooooos +

|  Allow [

v |
{rooocoooooooooosonoooos + {rooocoooooooooonoooooooos +
| TEMP CREDS CREATED |------- >| Return Credentials
e + Fomm e +

IAM and STS coordinate to transform identity into role-based session context.

5 — Role Sessions: Identity, Attributes, and Session Tags

The moment a role is assumed, AWS creates a role session, which becomes the actual identity used for all
authorization. Role sessions differ from the underlying principal in several ways:

e The session has a unique session name.

e The session inherits tags from the principal (if passed).

e The session can include session policies to scope down permissions.

e The session carries metadata about the original caller for traceability.

e (CloudTrail logs record both the session identity and the originating principal.

This dual logging is crucial for auditing in multi-account setups and for determining effective access paths.

Role sessions allow dynamic, attribute-rich identities that support ABAC, Zero Trust, and workload identity
segregation.

6 — MFA, External IDs, and Security Enhancements in Role
Assumption

Role assumption is often combined with additional security constructs:
e MFA enforcement for high-risk roles
e External ID to prevent confused-deputy attacks
e Condition-based trust constraints (IP, VPC, Service, SourceARN)
e SAML assertions or OIDC claims

e Session tag requirements

External ID is especially important in cross-account delegation, where AWS wants to ensure that the caller truly
intends to assume the role and is not being tricked by another party.

MFA integration ensures that higher-privilege role sessions require strong human authentication.
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Condition keys make trust policies extremely expressive and secure.

DIAGRAM 4 — Trust Policy with External ID and MFA

{
"Effect": "Allow",
"Principal": {"AwS": "arn:aws:iam::111122223333:role/SourceRole"},
"Condition": {
"StringEquals": {"sts:ExternalId": "expected-value"},
"Bool": {"aws:MultiFactorAuthPresent": true}
}
}

IAM enforces these conditions before STS ever creates credentials.

7 — Cross-Account Role Assumption and Global Delegation
Model

Cross-account role assumption is one of the most powerful features in AWS security. It allows one AWS
account (Account A) to delegate tightly scoped permissions to another account (Account B) without sharing
credentials or creating users.

The security model works as follows:

e Account B creates a role with permissions.
e Account B sets a trust policy allowing principals from Account A.
e Anidentity in Account A assumes the role via STS.

e The resulting session has the permissions of the role, not of the caller.

Cross-account role assumption is foundational for:

Cl/CD pipelines

Centralized security scanning

Multi-account automation

e Governance and guardrails

Shared AWS services across teams

IAM's trust-policy-driven cross-account delegation is the cleanest and most secure cross-tenant authorization
model among major cloud providers.

8 — Internal STS Architecture: Global Replication and
Validation

STS is built on a globally distributed architecture. When a temporary credential is issued, it becomes valid in:
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All AWS regions
All partitions (except when explicitly scoped)

All services that support IAM authentication

STS distributes session metadata through a global, low-latency credential validation network. Each AWS region

has local credential validators that:

Verify the signature of temporary credentials
Confirm expiration time

Validate against the session context

Enforce session policies

Apply permission boundaries and SCP constraints

This global validation model ensures that temporary credentials can be used anywhere in AWS without central

bottlenecks.

DIAGRAM 5 — Global STS Validation Architecture

| Replicated Sessions

e e e +

| | |

v v %

Region A validator Region B validator Region C validator
(Local) (Local) (Local)

Any AWS service in any region can validate STS session tokens through these local validators.

9 — Session Policies and Their Role in Enforcing Runtime
Least Privilege

Session policies are powerful because they are restrictive overlays—they can only reduce permissions, never

expand them.

Their use cases include:

Limiting what a CI/CD pipeline can do for a specific execution
Scoping temporary admin elevation

Restricting SaaS or vendor access

Binding session attributes to ABAC rules

Contextual runtime permissions
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Session policies allow you to predefine high-level permissions in a role but restrict them dynamically based on
runtime context. This is critical for preventing privilege escalation in automated systems.

10 — Why Temporary Credentials Are the Foundation of
Modern AWS Security

The combination of roles, STS, trust policies, session policies, and conditions creates a robust identity system
that eliminates nearly all weaknesses in traditional credential systems.

Temporary credentials:

e Expire automatically

e Cannot be reused effectively when leaked

e Do not persist across workloads

e Are bound to secure session contexts

e Require trust policy validation

e Support tagging and ABAC

e Work seamlessly across accounts and services

e Are validated globally with negligible latency

AWS's move toward temporary credentials is deliberate and aligns with Zero Trust principles. IAM roles and
STS make AWS environments significantly safer than static-key or password-based systems.

8. Cross-Account IAM Access and Trust Design

1 — Understanding Why Cross-Account Access Exists and
Why It Is Fundamental to AWS

AWS intentionally designed IAM around cross-account access because multi-account architectures are
foundational to modern cloud security.

In the early days of cloud adoption, organizations used a single AWS account and tried to separate
environments (dev, stage, prod) using IAM alone. This quickly became unmanageable and insecure.

AWS solved this problem by encouraging multi-account architectures, where each account is isolated by
default and must explicitly grant access to others.

Cross-account access is therefore not a “feature”—it is the core security foundation for:

e Environment separation (dev/stage/prod)
e Business unit isolation

e Regulatory and compliance boundaries

e Shared services architectures

e (Centralized security teams
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e CI/CD pipelines accessing workloads in other accounts
e Delegated administrative control
e Third-party vendor access

e Zero Trust design

IAM’s cross-account trust model ensures that no entity in any account can access another account unless
explicitly and unambiguously trusted.

This trust is implemented through role assumption, resource policies, external IDs, and condition-based
constraints.

2 — Cross-Account Access Through IAM Roles (The Core
Mechanism)

The primary way accounts grant privileges to each other is by creating cross-account roles.
Here is the fundamental pattern:

1. Account B creates a role with permission policies.
2. Account B adds a trust policy that allows a principal from Account A to assume the role.

3. A principal in Account A calls sts:AssumeRole to get temporary credentials.
4. The returned session acts with the privileges of the role in Account B.

This pattern creates one-way trust.

Account A does not automatically trust Account B.

Each direction requires its own trust policy and role.

This one-way trust is the reason AWS cross-account relationships are secure and non-transitive. You cannot
accidentally inherit permissions just because two accounts happen to trust each other one way.

DIAGRAM 1 — Cross-Account Role Assumption (One-Way Trust)

Account A (Caller) -------------------—- > Account B (Role Owner)
sts:AssumeRole A
|
Assume Role Allowed? --------- +

(Trust Policy in Account B)

Only Account B decides whether Account A may assume the role—not the other way around.
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3 — The Trust Policy: The Core Contract of Cross-Account
Relationships

A trust policy is attached to a role in Account B and determines which principals in Account A (or any other
account) can assume that role.

A trust policy may include:

e |AM users

e |AMroles

e Entire AWS accounts
e Service principals

e External identity providers

A simple cross-account trust policy looks like:

{
"Effect": "Allow",
"Principal"”: {"AwS": "arn:aws:iam::111122223333:role/ApplicationRole"},
"Action": "sts:AssumeRole"

3

This trust policy is only half the equation.

The permissions granted by the role are defined in the role’s permission policies, not the trust policy.
Trust establishes who can become the role.

Permissions establish what the role can do.

The separation prevents ambiguity and enforces strong boundaries.

4 — Why AWS Designed Trust Policies Separate from
Permission Policies

AWS separates trust and permission policies because:

e Trust deals with identity-to-identity relationships.

e Permissions deal with identity-to-resource relationships.
This prevents dangerous confusion such as:
“Having permission to assume a role” does not give you permission to perform actions as that role.
Only trust controls who can assume the role.
Only permissions control what the role can do.

This two-step authorization system creates extremely strong guardrails and eliminates many forms of privilege
escalation.
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DIAGRAM 2 — Trust vs Permission Enforcement in Cross-Account
Access

| TRUST POLICY |
| who can assume the role? |

The first block controls entry.

The second block controls operational authority.

5 — Cross-Account Access via Resource-Based Policies

Although roles are the primary mechanism for cross-account access, some AWS services provide resource-
based policies that allow direct cross-account permissions without a role.

Examples include:
e S3 bucket policies
e KMS key policies
e SNS topic policies
e SQS queue policies
e |ambda function resource policies
e EventBridge rule policies

e API Gateway IAM auth policies

Resource policies allow you to specify principals from other accounts directly:

"Principal”: {"AwS": "arn:aws:iam::111122223333:root"}

Resource policies create resource-level trust, as opposed to identity-level trust.
This is essential for:

e Allowing external accounts to access S3 or KMS
e Allowing EventBridge in source accounts to invoke rules in target accounts

e Allowing Lambda functions to be invoked cross-account
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However, resource policies must be used with extreme caution—especially for S3 and KMS—because they can
unintentionally overexpose data when too permissive.

DIAGRAM 3 — Identity-Based vs Resource-Based Cross-Account
Access

IDENTITY-BASED (ROLE ASSUMPTION)
Account A ---- assumes-role ----> Account B

RESOURCE-BASED (DIRECT ACCESS)
Account A ---- direct access ----> Resource in Account B

Role-based access is preferred for operations.

Resource-based access is preferred for invocation or object-level sharing.

6 — External ID: Defending Against Confused Deputy
Attacks

Cross-account access introduces the possibility of a “confused deputy attack,” where an attacker convinces a
service or account to perform actions on their behalf.

To prevent this, AWS introduced the External ID condition.
Large SaaS providers must use External IDs.

The trust policy requires:

"Condition": {"Stringequals": {"sts:ExternalId": "customer-specific-value"}}

This ensures that:

e Account A can assume the role only if it provides the correct external ID.
e Account B knows the caller is acting intentionally.

e No other parties can trick Account A into performing unintended actions.

External IDs are mandatory for secure third-party integrations.

7 — Source Identity, Session Tags, and Attribute
Propagation Across Accounts

When a principal assumes a role across accounts, IAM allows session attributes (tags and source identity) to be
propagated.

This enables:
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e Auditing of original caller identity

e ABAC across multiple accounts

e Enforcement of tag-based least privilege
e (Cross-account attribute matching

e Tracking which workloads initiated cross-account actions
These session attributes maintain strong chain-of-custody tracking.
CloudTrail logs reflect both:

e The role session identity

e The original caller identity

This prevents the loss of identity lineage during cross-account transitions.

8 — Service Principal Trust for Cross-Account Delegation

AWS services themselves can act as principals.
This allows secure cross-account operations such as:

e CloudWatch in Account A writing logs to Account B
e EventBridge in Account A invoking Lambda in Account B
e QOrganizations applying SCPs to member accounts

e (CodePipeline triggering deployments in target accounts

Service principals (e.g., Tambda.amazonaws.com, events.amazonaws.com) operate identically to human or role

principals in trust policies.

This enables precise cross-account automation without requiring credentials stored in applications.

DIAGRAM 4 — Service Principal Cross-Account Invocation

Account A (EventBridge) ----> Account B (Lambda)
|

Trust Policy in Lambda Resource Policy

The resource policy allows only the specific service principal from the specific account to invoke the resource.

9 — Multi-Account Delegation: One-Way, Non-Transitive,
Explicit
AWS cross-account trust is always:

e One-way

e Explicit
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¢ Non-transitive
If Account A trusts Account B, Account B does not automatically trust Account A.
If Account B trusts Account A, and Account A trusts Account C, Account C cannot assume Account B's role.
This non-transitivity is by design and prevents “trust chain escalation.”
AWS requires explicit trust declarations for each direction of access.

This is one of the strongest cloud trust models implemented by any provider.

10 — Complete Cross-Account Access Architecture
(Integrated Model)

Below is a unified architecture diagram showing how cross-account access works using identity-based and
resource-based controls, STS, trust policies, and permissions policies.

DIAGRAM 5 — Cross-Account Access End-to-End

| Role with Trust Policy
| Role with Permission Policies |

e L L e L Lt Pesosososososasoss +
A

AssumeRole AlTowed?

| User/Role/Federated Principal |
| Initiates sts:AssumeRole |

This hybrid model is what allows AWS to support secure, scalable, cross-account architectures.

9. IAM Federation and Enterprise Identity
Integration
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1 — Understanding Why Federation Exists and Why AWS
Prefers It Over IAM Users

Federation is the mechanism that allows external identities—corporate employees, contractors, partners,
vendors, automated identity providers, and application end-users—to access AWS without creating IAM users
or storing credentials directly inside AWS.

It exists because large enterprises already have identity management systems such as:

e Active Directory

e Azure AD/Entra ID
e Okta

e Ping Identity

e AuthO

e Google Workspace

e Custom SAML or OIDC identity providers

Creating thousands of IAM users is operationally impossible and insecure. Federation eliminates the need for
long-term access keys, passwords, rotation cycles, and manual identity lifecycle management.

AWS deeply encourages federation because it shifts identity lifecycle management outside AWS, allowing
organizations to:

e Use existing HR-driven identity workflows

e Maintain central authentication (5SSO, MFA, biometrics)
e Disable or delete employees in one place

e Avoid long-lived IAM credentials

e Assign permissions dynamically using mapped attributes

IAM federation transforms AWS into a natural extension of an organization’s identity perimeter.

2 — The Core Federation Principle: “ldentity Lives Outside;
Authorization Lives Inside”

AWS identity federation embraces a strict separation:

e Authentication happens in an external identity provider.

e Authorization happens in IAM using roles and policies.
The external IdP proves who the user is.
IAM decides what they can do.

This design eliminates credential duplication, ensures centralized identity governance, and helps enterprises
enforce consistent authentication policies (MFA, IP restrictions, device posture checks, biometrics) across both
cloud and internal systems.

The IdP does not grant AWS permissions directly.
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It only authenticates identities and passes claims to AWS.
IAM evaluates permission context through role-based, session-based, and ABAC-based models.

This split is the cornerstone of modern AWS enterprise security.

DIAGRAM 1 — Authentication Outside, Authorization Inside

ettt ettt + e e e L +
| EXTERNAL IDENTITY PROVIDER | -——--> | AWS IAM AUTHORIZATION ENGINE|
| (sAaML / 0IDC / SSO / IdP) | | (Roles, Policies, ABAC) |
ettt ettt + e e e L +
Authentication Authorization
(Identity Proof) (Permission Decisions)

This separation is the reason AWS federation is secure, scalable, and enterprise-friendly.

3 — IAM Federation Mechanisms: SAML, OIDC, and Custom
IdPs

AWS supports three main classes of federation:

SAML 2.0 Federation

Used by most enterprise IdPs (Okta, AD FS, Ping, Entra ID).

Browser-based authentication flow.

Delivers a SAML assertion containing identity claims.

AWS STS validates the assertion and issues temporary credentials via AssumeRolewithSAML .

OIDC Federation

e Used by modern cloud identity systems and workload identity providers.
e Supports short-lived JWT tokens.

e Works for both browser and machine federation.

e Used heavily in Kubernetes (EKS IRSA), GitHub Actions, and CI/CD systems.

e AWS issues credentials using AssumeRolewithwebIdentity .

Custom IdP Federation

e Allows AWS customers to use any identity provider that can generate trusted tokens.
e STS provides APIs to validate external tokens.

e Enables custom-built SSO systems, legacy directory integrations, or hybrid cloud setups.

Each federation method ultimately results in temporary credentials via STS.
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4 — How SAML-Based Federation Works Internally

SAML federation is the traditional enterprise model.
The flow proceeds through a browser and follows these steps:
1. The user logs into the corporate IdP (e.g., Okta).
2. The IdP authenticates the user.
3. The IdP issues a SAML assertion containing:
o User identity
o Roles the user may assume
o Session attributes
4. The SAML assertion is sent to AWS.
5. AWS STS validates the assertion.

6. The user is issued temporary credentials mapped to the role they selected.
IAM enforces strict SAML validation rules to ensure authenticity and integrity.
It verifies:

e Signature of the assertion
e |ssuer identity

e Audience (must be AWS)

e Role mappings

e Timestamps and expiration

e Replay prevention

Once validated, AWS STS generates a federated session.

DIAGRAM 2 — SAML Federation Flow

User - Corporate IdP - SAML Assertion - AWS STS - Role Session - AWS Console/CLI

Expanded:
T e e + S + e L e L L + frerocooososoosoos
| USER | ---> | CORPORATE IdP| ---> | AWS STS | -—-> | TEMP SESSION
S e + e ety + e e e e by + Pommmssssssssssos
Login Authentication validate SAML Assertion Assume Role Session

This is the standard SSO flow for AWS enterprise access.
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5 — How OIDC-Based Federation Works (Modern Token-
Based Federation)

OIDC federation uses JSON Web Tokens (JWTs) issued by an external identity provider.

OIDC flows are shorter, faster, and more machine-friendly than SAML.

Used heavily for:

Flow:

1.

5

Mobile applications
Web apps

Serverless apps
Kubernetes (EKS IRSA)
GitHub Actions
Third-party CI/CD tools

Automated pipelines

The identity provider issues an OIDC token (JWT).

2. AWS retrieves the IdP's public keys (via JWKS endpoints).
3.
4

AWS validates the token signature and claims.

. AWS ensures the token is intended for AWS (audience check).

. AWS STS issues temporary credentials via AssumeRoTlewithwebIdentity .

OIDC federation is extremely secure when configured correctly and enables fine-grained control using identity
provider claims as IAM condition keys.

DIAGRAM 3 — OIDC Federation (JWT-Based)

0IDC IdP - JWT Token - AWS STS - Temporary Credentials - AWS Access

JWTs enable short-lived, secure, machine-friendly federation.

6 — IAM SSO (AWS IAM Identity Center) and Enterprise
Federation Integration

AWS IAM Identity Center (formerly AWS SSO) is now the preferred enterprise identity integration layer for
AWS accounts.

Identity Center:

Integrates with corporate IdPs (Okta, Entra ID, Ping, etc.)

e Manages user/role mappings across multiple AWS accounts

e |ssues SCIM-based provisioning for user lifecycle
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e Provides seamless console login
e Provides short-lived CLI credentials without access keys

e Enables permission sets (predefined role templates)

Identity Center does not replace IAM—it orchestrates IAM roles across all AWS accounts and applies
centralized identity governance.

AWS recommends using ldentity Center for:

e All enterprise SSO
e Multi-account access management
e Human workforce identity

e Attribute-based authorization using IdP claims

Identity Center is the modern, unified approach for cloud identity in enterprise environments.

7 — The STS APIs for Federation: AssumeRoleWithSAML,
AssumeRoleWithWebldentity, and SSO Sessions

AWS STS offers three federation-focused APIs:

AssumeRoleWithSAML

Used for SAML 2.0 enterprise federation.

Accepts a SAML assertion and returns role session credentials.

AssumeRoleWithWebldentity

Used for OIDC-based federation.

Accepts a JWT token as proof of identity.

SSO OIDC API

Used by AWS CLI v2 and Identity Center for federated CLI access.
Generates short-lived credentials through SSO OIDC flows.
All three eventually produce:

e Temporary access key ID

e Temporary secret access key

Session token

Expiration timestamp

e Session context metadata (tags, attributes)
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8 — Attribute Mapping and ABAC Through Federation

Federation becomes extremely powerful when attributes from the identity provider are mapped into AWS role
sessions as:

e Principal tags
e Session tags
e Custom attributes

e Organizational metadata (e.g., department, environment)

These tags allow IAM to perform true ABAC, enabling rules like:

Allow actions if PrincipalTag:team == ResourceTag:team

This eliminates role explosion by assigning permissions dynamically.
Examples:

e Adeveloper with IdP attribute team=analytics automatically gains access to all analytics-tagged
resources.

e A contractor with access-Tevel=limited is automatically scoped.

e A CI/CD pipeline with app=backend is allowed only backend resource actions.

Federated ABAC is one of the most scalable cloud authorization mechanisms in existence.

DIAGRAM 4 — ABAC Through Federation

IdP Attributes - Session Tags - IAM Conditions - Dynamic Permissions

This chain creates context-aware, identity-driven access in AWS.

9 — Federation for Application End-Users (Cognito and
Custom IdPs)

AWS supports federation not only for enterprise staff but also for application end-users.
Services such as:

e Amazon Cognito
e API Gateway with JWT Authorizers
e Custom identity providers through Lambda authorizers

support:

e Google login

e Facebook login


af://n1455
af://n1479
af://n1483

e Apple login
e SAML corporate login

e Custom user pools
These end-user identities map into IAM through:

e |AM authorizers
e |AM-based IAM Role for Identity Pool
e Policy conditions on tokens

e QOIDC claims

This enables secure, identity-aware access to AWS services from applications.

10 — Unified Architecture of Federation Within IAM

Below is a complete architecture showing how SAML, OIDC, Identity Center, STS, and IAM roles interact in a
unified federation model.

DIAGRAM 5 — End-to-End Federation Architecture

| EXTERNAL IDENTITY PROVIDER |
| (SAML / 0IDC / Enterprise IdP / SSO) |

B et e e e T T +
I
Authentication
I
v
B e e e e P e +
| AWS STS

I
| validates SAML/JIWT |
| Issues Temporary Credentials

B e o +

Role Session

| AWS IAM |
| Evaluates Policies, ABAC, Conditions |
| Produces Allow/Deny Decisions |

i e e e e et
I
\"
et T
AWS SERVICES (EC2/S3/Lambda) |
P e e e e e e e e e e e e e Y e +

This architecture allows AWS to support both human and machine identities at global scale.
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10. IAM Permission Boundaries and Advanced
Access Guardrails

1 — Why Permission Boundaries Exist: The Delegated-Admin Problem

Permission boundaries were introduced to solve a very specific and very dangerous problem: how do we
safely let someone create and manage IAM identities without letting them give themselves (or others)
more power than security wants them to have?

In a large AWS environment, we often want application teams, platform teams, or delegated administrators to
be able to create roles and users for their own workloads. However, if those teams have powerful IAM
permissions like iam:CreaterRole and iam:PutRolePolicy, then unless we constrain them, they can simply
attach any policy they want—including full admin policies—effectively bypassing the security model that
central security or platform teams designed.

Permission boundaries answer this by giving us a hard “ceiling” of permissions for any given user or role.
Even if a delegated admin attaches a very powerful identity policy to a role, the role can never exceed what its
permission boundary allows. In other words, permission boundaries separate “who can configure
permissions” from “what the resulting identity can ever do”. This is what makes delegated administration
possible without surrendering global control.

2 — What a Permission Boundary Actually Is (and What It Is Not)

A permission boundary is a special IAM policy attached to a user or role that defines the maximum
permissions that identity can ever have, no matter what other policies you attach to it. The easiest way to
think about it is:

e The identity’s normal policies say: “Here is what | would like to allow.”
e The permission boundary says: “Here is the outer limit of what | am allowed to allow.”
The effective permissions of that identity are the intersection of those two.

A boundary is not a standalone permissions grant. It does not give any access by itself. It only constrains
access that identity policies attempt to grant. If the identity policy tries to grant s3:*, but the boundary allows
only s3:Getobject, then the identity will only get s3:Getobject. If the boundary does not mention ec2:* at
all, then even if the identity policy says ec2:*, the identity gets no EC2 permissions because the boundary

never allowed it as part of the maximum set.

So the mental model is: identity policies = requested permissions, permission boundary = maximum
allowed envelope, and the effective result is identity N boundary.

3 — How Permission Boundaries Fit into the IAM Evaluation Model

Internally, IAM evaluates permission boundaries as an additional constraint layer, alongside Service Control
Policies (SCPs), identity policies, resource policies, and session policies. The key idea is that an action must be
simultaneously allowed by:

e The organization-level SCPs,
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The identity’s own policies,

The identity’s permission boundary (if it has one),

e Any session policies (if present),

And the target resource’s policies (if resource-based).
If any of these layers denies or fails to allow the action, the final result is deny.

So permission boundaries do not replace identity policies or SCPs. Instead, they work as one “layer” in a multi-
layer guardrail system. You can imagine them as a local, per-identity “guardrail ring” that sits between that
identity and the rest of AWS.

. Service Control Policies (Org-Tevel Max Permissions)
Permission Boundary (Identity-Tevel Max Permissions)
. Identity Policies (What Identity wWants to Do)

. Resource Policies (Resource Grants Access)
. Explicit Deny Anywhere - FINAL DENY

| dl I
| 2 I
| 3 I
| 4. Session Policies (Runtime Scope-Down) |
| 5 I
| 6 I
| 7. otherwise, If A1l Layers Allow - FINAL ALLOW |

This shows the relative position of permission boundaries—after SCPs but before resource policies and final
allow.

4 — How Permission Boundaries Are Attached and Stored on Identities

A permission boundary is attached directly to users or roles (never groups). Internally, the IAM identity object
(user or role) simply has an attribute like “PermissionsBoundaryARN" pointing to the policy that defines the
boundary. That policy can be:

e A customer-managed policy (most common), or

e |n some special cases, an AWS-managed policy designed for boundaries.
When IAM evaluates a request made by a role or user, it loads:

e The identity's own policies (inline + managed),

e The permission boundary policy referenced by that identity, if present,

e SCPs from Organizations,

e Session and resource policies if applicable,
and then computes the intersection of allowed actions.

From a design point of view, this is powerful because the identity creator (e.g., an application team) can
choose the identity policies, but only the boundary setter (typically security/platform) can control the
maximum envelope by controlling which boundaries may be attached and what those boundaries contain.



- Identity Policies

I I
| - mManaged Policies |
| - Inline Policies |
I I

- Permission Boundary ---> Points to Separate Policy

The identity object references a boundary policy; the boundary itself is just another IAM policy object
interpreted in “max permissions” mode.

5 — Intersection Logic: Identity Policy vs Permission Boundary

To really internalize permission boundaries, we should think in set theory terms. For a given action A on
resource R, IAM asks:

e |s A@R allowed by the identity's policies?

e |s A@R allowed by the permission boundary?

e |s A@R allowed by SCPs?

e |s A@R allowed by any session policies?

* |s A@R allowed by the resource policy, if needed?

e |s A@R explicitly denied anywhere in these layers?

The identity’s effective permission set is essentially:

EffectivePermissions
= (IdentityAllows n BoundaryAllows n SCPATTows n SessionAllows)
filtered by ResourcePolicies
minus AnyExplicitDenies

If the boundary does not allow an action, that action simply cannot appear in the final permission set—even if
the identity policy tries to grant it.

This is why permission boundaries are ideal for delegated administration: you can allow a team to attach
whatever policies they want, but they will never be able to go outside the envelope defined by the boundary.



| IDENTITY ALLOWS | | PERMISSION BOUNDARY |

Fommmmmmm oo + Fom oo +

| s3:%* | | s3:GetObject |

| ec2:* | | s3:ListBucket |
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Effective Permissions:
- s3:GetObject
- s3:ListBucket
(No EC2 access: boundary never allowed it)

This diagram captures the intersection behavior visually.

6 — Permission Boundaries vs Service Control Policies (SCPs)
It is very important to clearly differentiate permission boundaries from Service Control Policies (SCPs):

e SCPs are account or organizational unit (OU) level guardrails. They define what no identity in that
account or OU can ever do, including the root user (with limited exceptions). They are enforced by
AWS Organizations at the account boundary.

e Permission boundaries are per-identity guardrails. They apply only to the specific user or role they are
attached to.

SCPs are like outer perimeter fences at the account or OU level. Permission boundaries are like personal
harnesses attached to individual identities inside that perimeter.

You nearly always use SCPs for broad, structural constraints (for example: no one can disable CloudTrail in
any prod account), and permission boundaries for fine-grained, delegated-admin constraints (for example:
app teams can create roles but those roles cannot gain more than a defined capability set).

Both are evaluated together. An action must pass both SCPs and the boundary (plus identity policies) to be
allowed.

7 — Delegated Administration with Permission Boundaries (Core Pattern)

The most important real-world use case for permission boundaries is delegated administration. The
architecture usually looks like this:

e A central security/platform team defines a standard boundary policy, for example:
o Can manage only resources with specific tags.
o Cannot perform IAM management beyond certain actions.
o Cannot escalate to high-privilege roles.
o Cannot touch security-critical services like KMS keys or CloudTrail.
e That boundary policy is enforced such that:

o When application teams create roles or users (via iam:CreateRole, iam:PutRolepPolicy,

iam:AttachrolePolicy, etc.), they are required (via IAM conditions) to attach this boundary.



o Those app-created roles can have identity policies as powerful as they like inside that envelope,
but they cannot step beyond it.

This lets central security say: “We will not micromanage every role you create, but no matter what you do, you
can never exceed this hardened maximum permission set.”

| Defines Boundary Policy | Creates Roles/Users

I I
| controls who Can Change | | Attaches Policies |
| That Boundary | | (Must Attach Boundary)
e + e +

| |
+o—— - > Permission Boundary <--+

(Max Permissions Envelope)

This pattern is the backbone of safe self-service IAM in large enterprises.

8 — Advanced Guardrails: IAM Conditions that Enforce Boundaries

Permission boundaries become truly powerful when combined with IAM conditions on IAM API actions
themselves. For example, you can write policies like:

e Allow iam:Createrole only if the new role’s permissionsBoundary is set to a particular policy ARN.
e Allow iam:PutRolepPolicy only if the target role has a specified boundary.
e Deny attempts to remove or change the boundary unless the caller is a highly privileged security role.

By using condition keys such as iam:PermissionsBoundary and aws:RequestTag, you can enforce that any
identity created by a delegated admin is automatically fenced in by the correct boundary.

This prevents “boundary hopping”, where someone tries to attach a weaker boundary or remove it entirely. It
also ensures that the delegated admins cannot silently escalate privileges by swapping boundaries.

9 — Combining Boundaries with Resource Policies and ABAC

Permission boundaries constrain what the identity can do, but resource policies still govern what the
resource will accept. When we combine boundary-based identities with resource-based policies and ABAC,
we get very strong layered security:

e Boundaries ensure a role is never more powerful than its envelope.
e Resource policies ensure only certain principals (or accounts) can ever touch the resource.

e Attribute-based rules (tags + conditions) align identity and resource attributes (team, environment,
project, customer) so that dynamic, scalable authorization emerges.

For example, you might say:

e The permission boundary only allows actions on resources tagged env=dev or env=stage.



e The resource policy allows access only to principals inside the same account or from specific roles.

e (Conditions require that aws:PrincipalTag:team == aws:ResourceTag:team.

Even if an app team attaches a permissive identity policy, the boundary and ABAC combination will still contain
the blast radius to the intended scope.

. SCPs - Org/Account-wide Max |
Permission Boundary - Per-Identity Max |

| 1
| 2
| 3. Identity Policies - Requested Permissions |
| 4. ABAC Conditions - Attribute Matching |
| 5

. Resource Policies - Resource-side Grants |

- Only overlapping permissions survive

This layered model is how we build truly hardened AWS environments.

10 — Typical Design Patterns for Permission Boundaries
Some common, battle-tested patterns for permission boundaries include:

e App-team boundary: Allows typical CRUD on specific resource types (e.g., Lambda, DynamoDB, ECS)
but forbids touching IAM, CloudTrail, KMS, or Organizations.

e Sandbox boundary: Allows experimentation but blocks production-critical services, high-cost actions,
and identity management.

e Customer-managed role boundary in SaaS: In a Saa$S architecture where customers can define roles
in their own accounts for the SaaS provider to assume, boundaries ensure those roles never exceed
what the provider’s architecture expects.

e Break-glass / elevated access boundary: High-privilege roles exist but must still respect a boundary
that prevents absolute catastrophic actions (like leaving an organization, destroying logging, or disabling
encryption keys).

In each of these, the key design question is: What is the maximum this identity must ever be able to do,
even in the worst case? That maximum becomes the boundary.

11 — Limitations and Misconceptions About Permission Boundaries
There are several important clarifications:

e Permission boundaries do not apply to the root user. Root is governed primarily by SCPs and account-
level configuration, not by boundaries.

e Boundaries do not grant permissions. If an identity has only a boundary and no identity policies, it can
do nothing.

e Boundaries do not replace SCPs. SCPs are still required for organization-wide guardrails, especially for
root and for ensuring certain services cannot be used in entire accounts.



e Boundaries do not affect resource-based policies directly. A resource might grant access to an identity
via a resource policy, but if the identity’s boundary does not allow the operation, the request is still
denied.

e Boundaries are per-identity; you cannot attach one boundary to a group. Only users and roles can have
boundaries.

Misunderstanding any of these points often leads to misconfigurations or false expectations about what
boundaries can protect against.

12 — Permission Boundaries as a Core Building Block of Enterprise Guardrails

When we step back, permission boundaries are best understood as a precision instrument in AWS's overall
guardrail ecosystem. SCPs define global organizational constraints. Identity policies express desired
permissions. Resource policies shape resource-side access. Session policies add runtime scope-down.
Permission boundaries then act as per-identity maximum envelopes that make delegated IAM
administration safe.

By combining boundaries with IAM conditions, ABAC, resource policies, and SCPs, we can build architectures
where:

Teams self-serve IAM roles and policies.

Central security retains hard, provable constraints.

Privilege escalation is structurally prevented.

Misconfiguration risk is dramatically reduced.

In mature AWS environments, permission boundaries are not optional—they are a core building block for
safe scale-out of IAM responsibilities across multiple teams, accounts, and environments.

11. IAM Service Control Policies (SCPs) in AWS
Organizations

1 — Why SCPs Exist: The Need for Organization-Wide
Guardrails

Service Control Policies (SCPs) exist to solve a structural weakness that appears in all large, multi-account AWS
environments: no matter how well you configure IAM inside a single account, there must be a higher-
level authority that prevents entire classes of high-risk actions across multiple accounts.

IAM alone cannot provide that guarantee, because IAM policies operate only inside each account's identity
boundary. If IAM were the only guardrail, then a single compromised admin in one account—or an improperly
configured IAM policy—could break out of local boundaries and execute destructive actions that affect
compliance, logging, encryption, and governance across the entire organization.

AWS Organizations solves this by introducing SCPs: top-level, organization-scoped permission guardrails
that restrict what actions principals in member accounts can ever perform, regardless of their IAM
permissions. SCPs sit above IAM and apply uniformly to:


af://n1719
af://n1721

e |AM users

e |[AMroles

e Federated users
e STS sessions

e Application roles

e Even the root user (with limited exceptions)

SCPs enforce the “maximum permissions” allowed within an AWS account or Organizational Unit. IAM policies
only make sense after SCPs have permitted the action.

Thus, SCPs are the central nervous system of organizational governance. They define the absolute upper
bound of permitted actions across all accounts.

2 — SCPs vs IAM Policies: Understanding the Hierarchical
Layers

To understand SCPs properly, we must compare them directly to IAM permission boundaries and IAM identity
policies.

IAM Policies

— Control the requested permissions of identities.

Permission Boundaries

— Restrict the maximum permissions of specific identities.

SCPs

— Restrict the maximum permissions for entire accounts or OUs.

SCPs do not grant permissions—they only deny or limit the possible maximum allow set. Even if an IAM
role has full admin permissions inside an account, an SCP applied at the OU level can override it and decisively
say: “No one in this account may disable CloudTrail” or “No one in this account may create IAM users.”

Organizational security relies on SCPs to enforce invariant rules that developers or account admins cannot
bypass.

DIAGRAM 1 — Policy Hierarchy with SCPs

| ORGANIZATION GUARDRAIL |
| Service cControl Policies (SCPs) |
| (Maximum Permissions for A1l Principals in Account) |

| Resource-Based Policies |
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SCPs sit above IAM and define the largest permissible envelope.

3 — How SCPs Technically Work: Allow Lists vs Deny Lists

SCPs support two distinct models:

DENY-BASED SCPs (most common)

e Blocks specific actions.
e Everything not explicitly denied is allowed (subject to IAM).

e Best for organizations with flexible developer environments.

ALLOW-LIST (WHITELIST) SCPs

e Denies everything except actions explicitly allowed.
e Extremely restrictive.

e Used for high-compliance, highly regulated environments.
In practice:

e 90% of enterprises use Deny SCPs because they do not want to maintain a long list of allowed actions.

e 10% use Allow-only SCPs (financial institutions, government systems, etc.).
The SCP evaluation model is always “deny-first”:

e |f any SCP denies an action, it is denied.
e |f no SCPs allow an action (in an allow-list OU), the action is denied.

e |AM policies only matter after SCPs pass.

Thus, SCPs are the ultimate enforcement layer for organizational control.

4 — SCP Propagation: Root —» OU — Account Inheritance

SCPs propagate through the AWS Organizations hierarchy.
Propagation order:

1. Root (top of the AWS Organization)
2. Organizational Units (OUs)

3. Individual AWS Accounts
Member accounts inherit:

e SCPs attached to the organization root
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e SCPs attached to all parent OUs

e SCPs attached to the account itself
All SCPs must be satisfied. If even one denies the action, the action is denied permanently.

Inheritance is additive and unavoidable—this allows centralized governance to enforce global security
constraints.

DIAGRAM 2 — SCP Inheritance Across Organization Structure

| ORGANIZATION ROOT |
| (Root-Tevel SCPs) |
S e EEEES R +

Inheritance v

OU LEVEL SCPs
S e S e L +

Inheritance v

All SCP layers must permit an action for it to be allowed.

5 — SCP Enforcement Against IAM Admins and Root

One of the most important features of SCPs is that they apply even to the root user (with small exceptions
such as billing information).

This is absolutely critical because it prevents:

e Accidental privilege escalation
e Malicious or compromised IAM administrators
e Root-level misconfigurations

e Unauthorized disabling of logging, encryption, or detection systems

SCPs are one of the very few mechanisms in AWS that can impose constraints on root and high-privilege IAM
administrators.

This is why proper SCP design is mandatory for secure multi-account environments.

6 — How the SCP Evaluation Model Works Internally

When an AWS API request is made inside a member account:
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1. AWS loads all SCPs for the account.
2. AWS evaluates whether the requested action is included in any deny SCP (deny = immediate reject).
3. AWS checks if the SCP hierarchy is configured in allow-list mode:

o [f so, the action must be explicitly allowed by SCPs.

4. If SCPs allow the action, IAM continues with its normal evaluation (identity policies, boundaries, session
policies, resource policies).

SCPs reduce the identity's “maximum permission envelope” before IAM policies are even considered.
DIAGRAM 3 — SCP in IAM Evaluation Pipeline

| 1. Evaluate scPs (Root + OU + Account) |
| - Explicit Deny? - DENY |
| - Allow-Tist Mode? - Check Explicit Allow |

| 6. Any Explicit Deny - DENY |
| 7. otherwise - ALLOW |

SCPs are always step 1.

7 — Common SCP Patterns in Real AWS Organizations

Security Guardrail SCPs

Block dangerous actions such as:

® Jjam:CreateUser

® iam:DeleteAccountPasswordPolicy
e cloudtrail:StopLogging

e kms:DisableKey

® organizations:LeaveOrganization
e ec2:DisablevpcClassicLink

e s3:pPutBucketPublicAccessBlock false

These SCPs prevent administrators from disabling logging, encryption, or organizational control.
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Cost-Control SCPs

Prevent costly resources from being created in certain environments:

e ec2:RunInstances (exceptsmallinstance types)
e rds:CreateDBInstance with large classes

e High-cost managed services in dev environments

Region Restriction SCPs

Limit allowed AWS regions:

Deny access if aws:RequestedRegion != <allowed-region>

Used to enforce data residency and compliance.

Service Restriction SCPs

Allow only certain AWS services in sensitive accounts such as:

e Devaccounts
e Sandbox accounts
e Customer-facing accounts

e Strict compliance zones

This keeps workloads within intended service boundaries.

8 — The Critical Difference: SCPs Restrict Admin Actions,
Not Resource Policies

SCPs restrict what principals can ask IAM to do, not what AWS resources permit.
For example:

e An S3 bucket policy might allow cross-account access.

e But if the target account's SCPs deny S3 access entirely, the operation is denied.
SCPs override resource-based policies.

This makes SCPs the ultimate authority for multi-account governance.
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9 — Designing SCPs for Large Enterprises: Layered, Not
Monolithic

Large organizations should never rely on a single massive SCP.
Instead, the best practice is layered SCPs attached at different levels:

e Atroot level, attach globally required rules (e.g., restrict leaving organization).
e At business-unit OUs, apply relevant compliance requirements.
e At application OUs, apply workload-specific guardrails.

e At account level, apply environment guardrails (dev, staging, prod).

This modular approach makes SCPs easier to maintain and reduces risk of locking out administrators.

10 — The Complete SCP Architecture (Unified Diagram)
DIAGRAM 4 — End-to-End SCP Integration

| AWS ORGANIZATION ROOT |
| Global Mandatory SCPs (Enforced) |
o e +

I

Inherited to A1l OUs

I
Fom - e e L +
| BUSINESS-UNIT OUs |
| Compliance / Regional / Service Rules |
Fom - e e L +

I

Inherited to Accounts

I
o - +
| AWS ACCOUNTS (Member Accounts) |

| Account SCPs + IAM Policies + Boundaries |

o - +

I

Local IAM Evaluation

I
o m e +
| AWS SERVICES |
| Final Allow / Deny Decision |

SCPs propagate downward and restrict every principal in every account.
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12. IAM Resource Policies and Service-Level
Access Control

1 — Why Resource Policies Exist and Why IAM Alone
Cannot Solve All Access Control Problems

IAM identity policies alone cannot securely control every access scenario because many AWS resources must
independently decide which principals can access them—especially across accounts, across services, and
across trust domains. Identity policies identify what an identity can do, but they cannot specify which identities
may access this specific resource.

For example:

S3 buckets must control external access.

KMS keys must define encryption and decryption authorization boundaries.

Lambda functions must control which services may invoke them.

AP| Gateway APIs must define which IAM principals can call them.

SNS topics and SQS queues must define who can publish or consume messages.

Resource policies solve this by attaching authorization logic directly to the resource itself, effectively giving
the resource its own security perimeter.

This forms a second, critical authorization dimension:
identity-to-resource meets resource-to-identity.

AWS designed resource policies as a mandatory part of secure cross-account architectures, event-driven
architectures, and service-to-service integrations.

2 — Identity Policies vs Resource Policies: The
Fundamental Difference

IAM identity policies describe what the principal can do, while resource policies describe who can access
the resource.

Identity policy example (attached to a role):

Allow role to read from S3 bucket X.

Resource policy example (attached to S3 bucket X):

Allow role Y to read this bucket.

AWS enforces both policies.


af://n1928
af://n1930
af://n1949

Access is only allowed if identity policy AND resource policy both allow the operation.

This two-way handshake eliminates accidental access, provides separation of duties, and supports zero-trust
security patterns.

DIAGRAM 1 — Dual-Decision Model: Identity + Resource Policy

(1) 1dentity Policy Must Allow
Principal ------------——-————— > Request

(2) Resource Policy Must Allow
RESOUINCE <————————— oo Request

only if BOTH allow - Access Granted

This dual model ensures high assurance access control.

3 — Which AWS Services Support Resource-Based Policies
and Why Only Some Do

AWS services fall into two categories:

Services with Resource-Based Policies

These services expose externally accessible objects or need to support cross-account access.
Examples:

e S3 (bucket & object policies)

e KMS (key policies)

e |AM Roles (trust policies)

e lLambda functions (resource policies)
e SNS topics

e SQS queues

e API Gateway

e Secrets Manager

e EventBridge (bus & rule policies)
e ECR repositories

e OpenSearch domains

e |oT Core policies

These resources require fine-grained external trust control.
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Services without Resource Policies

Services like DynamoDB, RDS, and EC2 rely strictly on identity policies because their resources are not directly
invoked through public interfaces requiring cross-account trust.

AWS decides whether a service needs resource policies based on whether:

1. The resource can accept cross-account interactions,
2. The resource can be invoked by AWS services rather than IAM principals,

3. The resource needs to implement least-privilege isolation independent of identity policies.

4 — The Structure of a Resource Policy (Principal + Effect +
Action + Resource + Condition)

A resource policy is a specialized IAM policy with one critical addition:
It contains a Principal element.

Example structure:

{
"version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal”: {"AwS": "arn:aws:iam::111122223333:role/AppRole"},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::mybucket/*"
1]
}

Key characteristics:

e Resource policies grant access to identities, unlike identity policies which describe capabilities.
e Resource policies evaluate principals from the outside inward, forming an access list.
e Resource policies can permit anonymous access using "Principal”: "*", but this must be used

extremely carefully (especially in S3).

Resource policies are authoritative for resource inbound access control.
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DIAGRAM 2 — Anatomy of a Resource Policy

| Effect: Allow / Deny |
| Principal: AWS ARNs, Accounts, Services, "*" |
| Action: API operations allowed on resource |
| Resource: ARN of specific resource |
| Condition: Contextual restrictions |

5 — KMS Key Policies: The Most Important Resource Policy
in AWS

KMS key policies are the most critical and unique resource policies because:

e KMS keys do not rely on IAM alone—the key policy is authoritative.

e Unless a principal is added to the key policy or the key policy delegates control to IAM, access is
impossible.

e Many security teams mistakenly assume IAM allows KMS access; it does not.

e KMS evaluates key policy + identity policy simultaneously.
KMS key policies define cryptographic trust boundaries.
If misconfigured, they can permanently lock an organization out of its own encrypted data.

Thus, KMS key policies must be treated as foundational security assets.

DIAGRAM 3 — KMS Two-Layer Authorization Model

Identity Policy - Allows?
Key Policy - Allows?

Both must allow - Encrypt/Decrypt OK

This strict enforcement protects sensitive cryptographic operations.

6 — S3 Bucket Policies: The Most Widely Used Resource
Policies

S3 bucket policies enable:

e (Cross-account access

e Public access (if intentionally configured)
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e Service-to-service access (e.g., CloudTrail writing logs)

VPC endpoint enforcement

TLS enforcement

e Encryption enforcement
Bucket policies are also commonly misconfigured, making them a top cause of data exposure.

AWS added Block Public Access to override risky S3 bucket policies because customers often accidentally
allowed unintended public access.

S3 policies become part of enterprise data perimeter enforcement.

7 — Lambda Resource Policies: Controlling Invocation
Permissions

Lambda functions must control which services can invoke them.
Resource policies define:

e Who can invoke the function

Which EventBridge rules can target it

Which S3 events can trigger it

Which AWS accounts may call InvokeFunction

Lambda resource policies sit between the event source and the function and ensure that only trusted
principals can trigger execution.

This is essential in event-driven architectures and multi-account workloads.

DIAGRAM 4 — Lambda Resource Policy Invocation Flow

Event Source (S3, SNS, EventBridge)

\Y
Lambda Resource Policy

Y%
Lambda Function

Only approved sources in the resource policy can cause invocation.

8 — Resource Policies Enabling Cross-Account Sharing
Without IAM Role Assumption

Some workloads require cross-account interactions where roles are not appropriate.
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Resource policies solve this without needing AssumeRole flows.
Examples:

e S3allows Account A to read specific objects.
e SNS allows Account A to subscribe a queue in Account B.
e EventBridge allows Account A to put events into Account B's bus.

e |ambda allows Account A to invoke functions directly.

In such cases, resource policies implement direct inbound trust, eliminating the need for STS token
generation.

This is highly efficient for serverless and event-driven architectures.

9 — How Resource Policies Combine with Identity Policies
(Logical Intersection)

IAM enforces intersection-based authorization:
An action must be:
e Allowed by identity policy AND
e Allowed by resource policy AND
e Allowed by SCPs and permission boundaries
e Allowed by session policies
¢ Not explicitly denied by any policy
Resource policies do not override identity policies; they complement them.
Both must allow the action.

This prevents insecure situations such as:

e Aresource being accidentally open to the world

e Auser having broad permissions that exceed intended scope

AWS's decision model ensures strict bidirectional checks.

DIAGRAM 5 — Intersection Model

Identity Policy Allow?
A
|
|

Resource Policy Allow?
A
|
|

SCP + Boundaries Allow?
A
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Explicit Deny? - Final Deny
|

Y
Final Allow

Everything must align for access to succeed.

10 — Best Practices in Designing Resource Policies

To prevent misconfiguration and privilege escalation, AWS recommends:

e Never using "Principal": "*" unless absolutely necessary (and only with enforced conditions).
e Using aws:SourceArn, aws:SourceAccount, and VPC conditions to restrict service access.

e Using least-privilege principals.

e Using ABAC-based resource policies, where tags drive authorization.

e Enforcing TLS-only access via "aws:SecureTransport": true.

e Restricting S3 cross-account access using explicit account ARNSs.

e Avoiding overly permissive KMS key policies.

e Using IAM Access Analyzer to detect unintended public or cross-account exposure.

Resource policies must be maintained carefully because small misconfigurations can open major attack
vectors.

13. IAM Session Policies and Permission
Restriction at Runtime

1 — Why Session Policies Exist: The Need for Runtime
Permission Reduction

IAM session policies exist to solve a fundamental, recurring problem in cloud security:

an identity often needs broad permissions in general, but only a small subset of those permissions in
specific operational contexts.

Examples:

e A CI/CD pipeline role may generally have broad deployment permissions, but a single pipeline execution
should only perform actions related to the specific service being deployed.

e Afederated user may have a role with broad read/write permissions, but their session on a mobile
device must be restricted.

e A SaaS provider might assume a customer-managed role, but the provider should only be able to
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perform a subset of actions based on the specific operation requested by the customer.
e Atemporary privileged session (e.g., break-glass access) must be dynamically restricted based on

request context.
IAM identity policies alone cannot accomplish these fine-grained runtime restrictions because they are static.

What we need is a dynamic, ephemeral, request-time overlay that reduces permissions for the duration of the

session.

Session policies solve this by creating a runtime-scoped down permission layer.

2 — What a Session Policy Actually Is (and Its Core
Guarantee)

A session policy is a temporary policy passed to the AWS STS AssumeRole API.
It overlays the role’s identity policies and reduces the effective permissions of the resulting session.

The essential rule is:

Session policies can only reduce permissions, never increase them.

This makes them ideal for:
e Zero-trust automation
e Scoped access
e Vendor delegation
e Controlled CI/CD execution
e Temporary elevated access with restrictions
e Federated attribute enforcement

Session policies behave like a restrictive filter:

even if the role has full admin permissions, a session policy can restrict actual capabilities to a very small,
tightly scoped subset.

This is why session policies are the safest mechanism for temporary, controlled privilege delegation.
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DIAGRAM 1 — Session Policy Restriction Model

A
I
| Session Policy (Scope-Down)
|
%

Everything must pass through the session policy filter.

3 — How Session Policies Flow Through the STS
AssumeRole API

When calling STS AssumeRole, a caller can pass:

Policy: <session policy>

or

PolicyArns: [<managed session policies>]

STS then:

1. Validates the trust policy to confirm the caller is allowed to assume the role.
. Constructs the session context.

. Overlays the session policy on top of the role’s permissions.

. Ensures the session policy does not exceed the permission boundary.

. Ensures the session policy does not circumvent SCPs.

. Ensures no session policy can contradict an explicit deny.

N o oo AN

. Returns the temporary credentials.
Session policies become part of the session metadata.
Every AWS API call using these temporary credentials must satisfy:

e SCPs

e Permission Boundaries
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e Role policies
e Session policies
e Resource policies

e Conditions

Thus, session policies participate in the full IAM evaluation chain.

4 — How Session Policies Interact With Permission
Boundaries and SCPs

The hierarchy is:

1. SCPs — Org-wide maximum
2. Permission Boundaries — Identity-level maximum
3. Identity Policies — Requested permissions
4. Session Policies — Runtime scope-down
5. Resource Policies — Resource-level inbound control
Crucially:
e Asession policy cannot override the role’s permission boundary.
e Asession policy cannot override an SCP.

e Asession policy cannot override an explicit deny anywhere.

Thus, session policies are always below upper-layer guardrails.

DIAGRAM 2 — Session Policies in IAM Evaluation Pipeline

| 6. Deny - Final Deny |
| 7. 1f A1l Layers Allow - Final Allow |

Session policies always restrict, never expand.
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5 — Structure of a Session Policy (Same JSON Grammar,
Different Semantics)

A session policy uses the standard IAM policy JSON grammar:

{
"version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["s3:GetObject"],
"Resource": ["arn:aws:s3:::examplebucket/*"]
1
}

However, its semantics differ:

e |dentity policies: grant capabilities

e Session policies: restrict capabilities

If the role policy grants 50 actions, but session policy grants only 4 of those, the effective session gains only the
4.

The intersection behavior enforces least-privilege at runtime.

6 — Session Policies + Tags = Dynamic ABAC at Runtime

Session policies can incorporate session tags passed during role assumption.
Example:

e Role policy allows access only if aws:PrincipalTag:team == aws:ResourceTag:team.
e When assuming the role, the caller could specify team=analytics.
e Session policy further restricts actions to only DynamoDB reads.
This enables:
e Attribute-driven privilege reduction
e Fine-grained ABAC
e Context-aware temporary access

e Dynamic team/project/resource matching

This model eliminates role explosion and supports massively scalable identity architectures.
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DIAGRAM 3 — ABAC With Session Tags and Session Policies

Session Tags - ABAC Matching - Session Policy Restriction - Final Access

This chain ensures secure, dynamic, context-aware authorization.

7 — Advanced Use Case: SaaS Providers Using Customer
Roles Safely

In SaaS multi-tenant environments:

e The SaaS provider assumes a role in the customer account.
e That customer-managed role may have broad permissions.

e The SaaS provider must scope down permissions to only what the customer-requested operation
requires.

Session policies allow the provider to avoid accidental privilege escalation.

If the customer gave overly broad permissions, the provider can still safely reduce its effective session to a very
narrow set.

This is essential for secure multi-tenant SaaS architectures.

8 — Session Policies for CI/CD: Restricting Pipelines Per
Execution

Cl/CD pipelines (GitHub Actions, CodeBuild, GitLab, Jenkins, etc.) often run with powerful roles.

Session policies allow pipelines to reduce permissions dynamically per-stage or per-execution:

e Build stage: only S3 PutObject
e Test stage: only Lambda Invoke

e Deploy stage: only CloudFormation or ECS actions
This prevents a compromised pipeline stage from performing high-risk actions.

Session policies enable least-privilege per pipeline step.

9 — Federated Access and Session Policy Enforcement

For federated users (SAML/OIDC), session policies can enforce:

e Device posture restrictions
e (Corporate IP enforcement
e Time-of-day restrictions

e Data classification restrictions
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e Role-based ABAC
Identity providers can pass claims that become session tags.
Session policies then restrict permissions based on these claims.
This makes federated access:

e dynamic

attribute-driven

deeply contextual

strongly scoped-down

The federation layer + session policy combination is the backbone of modern workforce access control.

10 — Complete Runtime Permission Model with Session
Policies

Below is a unified architecture showing how session policies combine with SCPs, boundaries, identity policies,
and resource policies.

DIAGRAM 4 — Full Session Policy Integration

| PERMISSION BOUNDARIES (Identity) |
it foososososoososos +

Identity-Level Maximum

| SESSION POLICIES (Scope-Down) |
it foososososoososos +

Runtime Restrictions
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Final Access Decision

Only the intersection of all layers results in a final allow.

14. IAM Best Practices for Security Hardening

1 — Why IAM Hardening Is Mandatory and Why IAM Is the
Primary Attack Surface

IAM is the single most important security boundary in AWS.

Every action in AWS—whether it's creating an EC2 instance, deleting a KMS key, accessing S3 data, modifying a
Lambda function, or changing networking configurations—ultimately passes through IAM.

Because IAM controls who can do what, it becomes the primary target for attackers. A workload vulnerability
is dangerous, but an IAM vulnerability is catastrophic because it gives attackers complete, organization-wide
reach.

IAM hardening ensures that:
e No identity has more permissions than required.
e No identity persists with long-lived secrets.
e No roles can be escalated into privileged positions.
e No account can accidentally expose resources publicly.
e No privileged actions can be executed without strong guardrails.

e No cross-account permissions are left open unintentionally.

IAM hardening is not optional; it is the foundation of secure AWS architecture. Without proper IAM hardening,
every other AWS security measure collapses.

2 — Root Account Hardening: The Most Important Security
Control

The most critical IAM hardening step is protecting the root user—an account with irrevocable privileges.

Root can:

e (lose/delete the account

e Change billing settings

e Disable MFA

e Modify support plans

e Remove payment methods

e Disable or delete foundational security services

e OQOverride IAM restrictions (except SCPs)
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Root must be:
e Protected by hardware MFA
e Not used for daily tasks

e Not issued access keys (root keys must always be deleted)
e Locked behind secure recovery settings

e |ogged and monitored continuously

Root access must be treated like nuclear launch authority—never used for operational work and always
guarded with extreme caution.

DIAGRAM 1 — Root Hardening Principles

- Enable MFA (Hardware Preferred)
- Do Not Create Access Keys

| |
| |
| - Never Use for Daily Operations |
| - Lock Down Recovery Settings

| |

- Monitor Logins Continuously

This is the highest-impact IAM hardening requirement.

3 — Eliminate Long-Lived Access Keys: Keys Are the
Leading Cause of Compromise

Long-lived IAM access keys are one of the biggest security risks in cloud environments.

Statistics across industry breach reports repeatedly show that compromised access keys are the most
common initial attack vector.

Hardening requires:

e No IAM user access keys unless absolutely necessary

e Strongly prefer STS temporary credentials

e Rotate keys frequently (if unavoidable)

e Store keys securely in AWS Secrets Manager or encrypted vaults
e Use IAM Access Analyzer to detect exposed keys

e Use CloudTrail to monitor all credential usage patterns

The best practice is strict:
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No long-lived IAM keys for any human user.
No unrotated keys for workloads.
Prefer role assumption everywhere.

Long-lived credentials must be treated as toxic.

4 — Use IAM Roles Everywhere: Humans, Applications,
CI/CD, Services

IAM roles eliminate long-term credentials by providing temporary credentials via STS.
Hardening requires:

e Replace IAM user access keys with role-based credentials.

e Replace EC2 access keys with Instance Profiles.

e Use IRSA for EKS workloads.

e Use Lambda execution roles.

e Use Task Roles for ECS.

e Use OIDC federation for GitHub Actions and CI/CD.

e Use SAML/OIDC federation for workforce identity.

The modern AWS environment must be role-first, never key-first.

DIAGRAM 2 — Replace Keys With Role-Based Access

IAM User Keys - Replace with SSO Federation
EC2 Keys - Replace with Instance Profiles
Kubernetes Secrets - Replace with IRSA

CI/CD Keys - Replace with OIDC Federation
App Keys - Replace with Role Assumption

Role-based access is central to IAM hardening.

5 — Enforce MFA Everywhere (Admin, Privileged,
Federated)

Multi-Factor Authentication is non-negotiable for:

e All administrators

e AllIAM users

e All access to the AWS console

e High-privilege actions (via IAM conditions)

e Privileged role assumptions
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IAM conditions can enforce MFA requirements:

"condition": {"Bool": {"aws:MultiFactorAuthPresent": true}}

This ensures that privileged API calls cannot occur without strong authentication.
AWS also supports:

e Virtual MFA

e U2F/FIDO keys

e Hardware MFA devices

e |dP-enforced MFA for federated identities

MFA is the single most important human identity protection mechanism.

6 — Implement Least Privilege at Every Layer (1AM,
Resource, ABAC, SCPs)

Least privilege means:

e |dentities receive only what they need

e No wildcard permissions (Action: *)
e No wildcard resources (Resource: *)
e No overly broad role trust policies

e No unconstrained cross-account access

e No resource policies with "Principal”: "*" (except controlled use cases)
IAM supports least privilege at multiple layers:

e |AM identity policies

e Resource policies

e Permission boundaries
e SCPs

e Session policies

e ABAC tag matching

Hardening requires using least privilege in all of these simultaneously.

7 — Harden Role Trust Policies: Trust Is the Front Door

Most privilege escalation attacks in AWS begin with a misconfigured trust policy.
Hardening requires:

e Neverusing "Principal”: "*" in trusts


af://n2485
af://n2516

e Using external IDs for third-party role assumptions

e Enforcing MFA inside trust policies

e Using conditions like aws:SourceArn and aws:SourceAccount
e Restricting service principals to specific use cases

e Preventing over-broad cross-account trusts

e Disallowing sts:AssumeRole chains unless required

A secure trust policy is often more important than a secure permission policy.

DIAGRAM 3 — Hardened Trust Policy Concepts

Trust Policy =
who Can Assume Role?
+
Under what Conditions?

A trust policy is the lock on the identity’s front door.

8 — Protect Against Privilege Escalation (IAM’s Biggest Risk
Area)

Privilege escalation occurs when an attacker with a low-level identity gains higher-level permissions by
exploiting IAM misconfigurations.

Common escalation paths include:

e Editing role trust policies

e (Creating new roles with permissive boundaries

e Updating role permissions

e (Creating Lambda functions that assume high-privilege roles
e Passing privileged roles into EC2 instances

e Using iam:PassRole without restriction

e Attaching new inline policies to existing roles
Hardening requires:

e Restricting iam:PassRole to known roles

e Restricting iam:PutRolePolicy

e Enforcing permission boundaries

e Avoiding inline policies on high-risk roles

e Disabling role assumption in unintended scenarios

e Blocking service principals from unintended trust combinations
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Privilege escalation prevention is the primary goal of IAM hardening.

9 — Secure Cross-Account Access: Trust + Permissions +
Conditions

For cross-account security, you must combine:

e Secure trust policies

e Least-privilege permission policies
e aws:SourceArn condition

e aws:SourceAccount condition

e Externalld for third parties

e SCP guardrails to restrict actions organization-wide

This ensures that:

Only specific principals can assume roles

Only specific resources can trigger actions

Only specific accounts can call sensitive APIs

Trust cannot be exploited by attackers in adjacent accounts

Cross-account security is one of the most complex aspects of AWS |IAM hardening.

DIAGRAM 4 — Hardened Cross-Account Trust

Account A Principal - sts:AssumeRole - Account B Role

I
Secure Trust Policy:
- Principal Defined
- External ID (If Vvendor)
- SourceArn Condition
- SourceAccount Condition

This prevents confused-deputy and unauthorized delegation.

10 — Enforce Data Perimeters Using IAM + Resource
Policies + Organization Boundaries

A data perimeter prevents identities from accessing resources outside the intended trust boundary.
This provides protection even if:

e Akeyis leaked

e A privileged identity is compromised
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e Adeveloper accidentally grants excessive permissions
A data perimeter requires:

e |AM conditions using aws:PrincipalorgId

e Service Control Policies

e Resource policies restricting external identities
e Tag-based ABAC for team-level control

e |dentity Center enforcing boundaries

e S3 Block Public Access

e KMS key policy hardening

This creates an organization-wide security boundary across all accounts.

11 — Use Logging and Monitoring to Detect IAM Abuse

IAM hardening is incomplete without continuous monitoring:
e CloudTrail logs every IAM action
e Access Analyzer detects public or cross-account exposure
e GuardDuty flags unusual API activity
e |AM Credential Reports list unused/aged keys
e CloudWatch Alarms detect unusual behavior
e S3 Access Analyzer reveals unintended bucket permissions

e Security Hub consolidates findings

IAM must be treated like a monitored control surface, not a static configuration.

12 — Apply SCPs and Permission Boundaries as
Organizational Guardrails

SCPs provide organization-wide enforcement:

e Block dangerous actions
e Block region misusage
e Block high-risk IAM operations
e Block disabling logging or encryption
Permission boundaries provide identity-level enforcement:
e Ensure delegated admins cannot escalate

e Ensure newly created roles remain within restricted envelopes

Together, they form AWS's hard outer shell.
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13 — Adopt ABAC to Scale Least Privilege

ABAC (Attribute-Based Access Control) simplifies hardening by:

Eliminating role explosion

Enforcing consistent permission logic

Allowing identity and resource attributes to determine access

Providing context-aware authorization

Enforcing workload isolation by team/project/environment

ABAC is the most scalable long-term IAM hardening strategy.

14 — Use VPC Endpoints and aws:SourceVpce Conditions

To enforce network-level boundaries on IAM-authorized calls:

e Use PrivateLink and VPC endpoints

e Require IAM conditions such as:

"aws:Sourcevpce": "vpce-12345"

This ensures that sensitive actions are only possible from inside controlled network segments.

This is essential for KMS, S3, and Secrets Manager.

15 — Avoid Resource Policies With “*” Principals (Unless
Fully Controlled)

Allowing "principal”: "*" in resource policies can unintentionally create:

e Public S3 buckets
e Public Secrets Manager secrets
e Public Lambda functions

e Public EventBridge buses
This is the most common mistake.
If anonymous access is needed:

e Use restrictive conditions
e Restrict IP ranges

e Restrict VPC endpoints

e Use signed URLs or SigV4

e Explicitly restrict operations

Never leave a resource globally accessible without control.
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16 — Rotate Privileged Roles and Use Separate
Admin/Operational Roles

Best practice:
e Use distinct roles for administration and operations
e Enforce MFA for admin roles
e Use session duration limits
e Log privileged role sessions separately

e Use source identity and session tagging

This eliminates accidental privilege use and limits blast radius.

17 — Perform Regular IAM Access Reviews and Automatic
Remediation

Use:

e |AM Access Analyzer

e Policy Simulator

e |AM Credential Reports

e Access Advisor

e last accessed data

e Automated scripts to prune unused access

e SCP guardrails to enforce correct remediation
IAM should never be “configure once and forget.”

Hardening requires continuous governance.

18 — Harden KMS Key Policies (Most Critical Resource
Policy)
For KMS:

e Avoid "Principal™: ""

e Avoid open key policies

e Restrict decrypt operations to least privilege

e Use grant tokens where possible

e Restrict IAM write access to KMS policies

KMS is the encryption backbone—exposing KMS leads to catastrophic data compromise.
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19 — IAM Hardening for Service Accounts and Automation

For automation:

e Use IAM roles only

e Limit trust policies to specific services

e Use conditions to restrict service interactions
e Enforce tagging standards

e Use session policies to limit execution scope

e Avoid attaching policies directly to services like Lambda or ECS—use roles instead

Automation often becomes a privileged identity and must be hardened accordingly.

20 — Consolidated IAM Hardening Architecture
DIAGRAM 5 — End-to-End IAM Hardening Model

| ORGANIZATIONAL GUARDRAILS

| (SCPs + Org Data Perimeter + Identity Center) |

o mmmmmmmm o o mmmmmmm - +
|

Core Hardening Layer

| ACCOUNT-LEVEL HARDENING |
| Root MFA | No Root Keys | Region Controls |
| Mandatory Logging | Key Policies | VPC Endpoints|
B o +
I
Identity Hardening

IAM HARDENING LAYER
Permission Boundaries | Least Privilege
No Long-Lived Keys | MFA Everywhere
Hardened Trust Policies | Session Policies

IAM hardening requires coordinated control across all these layers.
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15. Monitoring and Auditing IAM Activity

1 — Why IAM Monitoring and Auditing Are Critical (IAM Is
the First and Last Line of Defense)

IAM is not just another AWS service—it is the control plane for the entire cloud environment. Every API call,
every configuration change, every resource creation, deletion, encryption, decryption, network modification,
data access, and privileged operation ultimately passes through IAM authorization.

This means:

e |f you fail to monitor IAM, you fail to monitor AWS.
e |f IAM activity is not audited, privilege misuse can go undetected.
e |f IAM trust policy changes are not tracked, privilege escalation can occur silently.

e |f IAM authentication anomalies are not monitored, attackers can operate undetected.
Monitoring IAM is fundamentally about validating who is doing what, when, how, and why.
Auditing IAM ensures that privileges are used within their intended boundaries.
Together, monitoring and auditing provide complete situational awareness across all AWS access pathways.

IAM monitoring is a continuous process—NOT a periodic review.

2 — CloudTrail: The Foundational Logging Mechanism for
IAM

AWS CloudTrail is the primary logging and auditing service for IAM.

Every IAM-related event—authentication, role assumption, APl invocation, identity changes, permission actions
—is recorded in CloudTrail.

CloudTrail captures:

e Who made the request (principal)

e What permissions were evaluated

e Whether MFA was used

e Which role was assumed

e Which identity type was used (IM user, role, federated, service principal)
e Source IP, user agent, region

e Request parameters

e Response elements

e Failure reasons (explicit deny, missing permissions, boundary restriction, SCP denial)
CloudTrail is the single source of truth for IAM auditing.

CloudTrail must be:
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e Enabled in all accounts

e Aggregated into a central logging account

e Protected by S3 bucket policies and KMS keys
e Configured with multi-region logging

e Set with organization-wide mandatory enforcement

Without CloudTrail, IAM monitoring is impossible.

DIAGRAM 1 — IAM Audit Visibility Through CloudTrail

| IAM Changes (Users, Roles, Policies) |
| STS Activity (AssumeRole, Tokens) |
| Console Logins & Federated Logins |
| API calls (Allow/Deny) |
| Authentication Attempts [
| Access Key Usage |
| Permission Boundary Enforcement

| scP Enforcement |

CloudTrail records every IAM-relevant event.

3 — Monitoring IAM Configuration Changes With CloudTrail
Event Types

IAM operations fall into two categories:

Management Events

Changes to IAM configuration:

® (CreateUser, DeleteUser

e AttachRolePolicy, PutRolePolicy

® (CreateRole, DeleteRole

e UpdateAssumeRolePolicy

® PputUserpPolicy, DeleteUserPolicy

e PutGroupPolicy and AttachGroupPolicy
e Permission boundary actions

e SAML provider creation/modification

e OIDC provider changes
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These represent structural modifications and must be heavily monitored.

Data Events

These include:

Access key usage

API calls by role sessions

STS AssumeRrole calls

Federated identity flows

Decrypt/encrypt API calls against KMS keys

S3 object access

All of these reflect operational behavior and must be audited continuously.

4 — CloudTrail Lake and CloudTrail Insights for Behavioral
Analytics

CloudTrail Lake offers query-based analytics over IAM events such as:

Path of role assumptions
Privilege escalation attempts
Access key usage patterns
Region anomalies

API frequency anomalies

CloudTrail Insights provides automated detection for unusual activity, such as:

Sudden spike in AssumeRole calls
Unusually high volume of IAM API actions
Failed authentication spikes

Changes to high-risk IAM roles or policies

This transforms CloudTrail logs into detection intelligence.

5 — CloudWatch Logs and CloudWatch Metrics for Real-
Time Monitoring

CloudTrail logs can be streamed into CloudWatch Logs.

From there, you can create:

Metric filters
CloudWatch Alarms

Event-based automation
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Critical IAM events that should generate CloudWatch Alarms include:

e consoleLogin without MFA

e Root login attempts

e Root usage of any kind

¢ |AM user creation

e Policy creation/modification

e Deletion of logging systems

e KMS key policy modifications

e Unauthorized API calls

e Explicit denies due to SCP or boundary
e Disabling GuardDuty or Security Hub

e Unexpected role assumption attempts

This provides immediate awareness and response capability.

DIAGRAM 2 — Real-Time IAM Monitoring Pipeline

CloudTrail - Cloudwatch Logs - Metric Filters - Alarms - SNS/Lambda

This pipeline catches IAM anomalies in seconds.

6 — GuardDuty: Threat Detection on IAM Activity

GuardDuty continuously analyzes CloudTrail events and VPC flow logs to identify malicious IAM activities, such
as:

e Use of stolen IAM keys

e Suspicious AssumeRole patterns

e Usage of temporary credentials from anomalous locations
e (Credential compromise

e Anonymous IP or Tor traffic

e Unusual console login geolocation

e API calls inconsistent with historical identity behavior

e Suspicious access key usage after long periods of inactivity

e Attempts to escalate privileges
GuardDuty provides ML-assisted and rule-assisted threat detection for IAM misuse.

GuardDuty is mandatory for IAM hardening.
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7 — 1AM Access Analyzer: Detecting Public and Cross-
Account Exposure

IAM Access Analyzer is the most critical tool for detecting unintended external access.
Access Analyzer analyzes:
e S3 bucket policies
e KMS key policies
e |ambda execution policies
e |AM trust policies
e SQS/SNS/topic policies
e Secrets Manager resource policies
e EventBridge policies
e |AM role trust relationships
It identifies:
e Publicaccess (Principal: "*")
e Cross-account access
e (Cross-organization access
e Access from services not intended to use the resource
e Wide trust policy exposure

e Resource sharing outside approved boundaries

This prevents accidental data leakage or privilege escalation.

DIAGRAM 3 — Access Analyzer Operation

Resource Policy - Analyzer - Findings:
Public Access
Cross-Account Access

Cross-0rg Access

External Service Access

It ensures that your perimeter is not unintentionally breached.

8 — IAM Credential Report: Auditing Credential Hygiene

The IAM Credential Report lists:
e Password last used
e Access keys in use

e Access keys age
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e Whether MFA is enabled

e Whether console access exists

e Status of root MFA and root keys
e Age of console passwords

e Rotation patterns

e Dormant IAM users
Credential Reports reveal:

e Old orinactive users

e Long-lived keys

e Keys that were never rotated
e |AM users with missing MFA

e Root account hygiene problems

This is essential for credential lifecycle compliance.

9 — AWS Config: IAM Compliance, Drift Detection, and
Policy Change Auditing

AWS Config tracks state changes in IAM resources:

e Users

e Groups

e Roles

e Policies

e Managed policy attachments

e Role trust policy updates

e Permission boundary attachments
e S3 bucket policy exposure

e KMS key policy changes

e (CloudTrail configuration changes

e Security Hub/GuardDuty toggling
With Config rules, you can enforce:

e MFA enforcement

e No IAM users allowed

e No inline policies allowed

e Only approved managed policies allowed
e Required boundaries for new roles

e No public access policies allowed
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Config enforces continuous compliance across IAM.

DIAGRAM 4 — IAM Drift and Compliance through AWS Config

AWS Config Snapshot
I

Drift from Golden Baseline?

Yes - Remediate / Alert
IAM drift is immediately detected.

10 — Log Consolidation into a Centralized Security Account

For secure IAM auditing, AWS best practices require:

e A central logging account

Dedicated S3 buckets for CloudTrail

e Dedicated KMS keys protecting logs

e Service Control Policies preventing deletion

e Organization-wide CloudTrail

e Access Analyzer monitoring across all accounts
e GuardDuty delegated administration

e (Config aggregator collecting IAM configuration

This centralization ensures that:

e No account can delete or modify its own logs

Attackers cannot cover their tracks

IAM changes are visible at the org level

IAM misuse in any account is detected centrally

A centralized logging strategy is non-negotiable.

11 — Monitoring Authentication: Console Logins, SSO
Logins, Federation

IAM monitoring must also track authentication events:
e (Console logins
e SSO logins
e Federation logins (SAML/OIDC)

e (Credential usage failures
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e Unexpected device/browser patterns
e |ogins from new geolocations

e |ogins without MFA

e API calls using root credentials

e Repeated failed login attempts

These events reveal attempted intrusions or compromised accounts.

12 — Monitoring Role Assumption Behavior (The Most
Critical Area)

Most modern AWS workloads operate through cross-account and intra-account role assumptions.
Monitoring role assumption reveals:

e Suspicious chains of AssumeRole calls
e Privilege escalation patterns

e Lateral movement across accounts

e Unexpected role sessions

e Vendor misuse of customer roles

e Unauthorized principals attempting role assumption
Patterns to detect:

e Role assumption from unusual IPs
e Role assumption from unusual AWS accounts
e Role assumption from unauthorized regions

e High-volume role session churn

Monitoring role chains is essential to detect multi-step attacks.

DIAGRAM 5 — Role Assumption Path Auditing

Principal A -» AssumeRole - RoleB - AssumeRole - RoleC - Sensitive Action

IAM audits must reconstruct the full chain.

13 — KMS Monitoring: Auditing Cryptographic Access

KMS integrates with CloudTrail to log:

e Encrypt/Decrypt requests

e Key creation
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e Key rotation

e Policy changes

e Grant creation and usage
e Disabling or deleting keys
e Unauthorized KMS usage

Because KMS protects sensitive data, auditing KMS is essential to detect:

e Data exfiltration
e Privileged misuse
e Compromised workloads

e Unauthorized decryption attempts

KMS logs also verify compliance for encryption-at-rest mandates.

14 — S3 Monitoring: Public Access, Data Access, and Policy
Changes

S3 IAM-related auditing must capture:

e Public access attempts

e Unexpected cross-account access

e Data access by unauthorized principals
e Bucket policy modifications

e Block Public Access configuration changes

S3 is the most common location of data leaks—monitoring is essential.

15 — Detecting Privilege Escalation Attempts in IAM Logs

IAM monitoring must flag:

e Attempts to modify role trust policies

e Attempts to create privileged roles

e Attempts to attach admin policies

e Attempts to modify SCPs

e Attempts to remove permission boundaries
e Attempts to pass privileged roles to EC2

e Attempts to disable logging or GuardDuty

Privilege escalation must be detected before it becomes successful.
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16 — Session Duration Monitoring: Detect Unusual
Patterns

Session duration abnormalities indicate:

e (Credential misuse
e Hijacked role sessions
e Abused federated identities

e Misbehaving automated workloads
Monitor for:

e Unexpected long-lived sessions
e Role assumptions at unusual times

e Sessions that persist past normal working hours

This identifies credential compromise.

17 — Log Retention, Immutability, and Perimeter Controls

Logs must be:

Retained for compliance (1-7 years depending on standards)

Protected by KMS keys

e Stored in version-enabled S3 buckets

e Protected against deletion via object lock / Glacier Vault Lock
e Guarded by SCPs preventing tampering

e Enforced with VPC endpoints for restricted networks

IAM logs must be immutable, as they are the forensic truth source after breaches.

18 — Automated Identity Lifecycle and Monitoring
Integration
Integrate IAM monitoring with identity lifecycle automation:

e Deactivate accounts when employees leave

e Rotate access keys automatically

Remove old permissions routinely

e Detect unused roles

Clean up abandoned identities

IAM monitoring + lifecycle automation prevents privilege accumulation over time.
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19 — SIEM and SOAR Integration for IAM Threat
Intelligence

Forward all IAM-related logs to:

e Splunk

Elastic

Datadog

Chronicle

QRadar

Security Hub + Lambda automations

This enables:

Correlation of IAM behavior across multiple accounts

Detection of cross-service attack chains

Automated playbooks for mitigation

Alert enrichment

Real-time response

IAM must participate in organization-wide security operations.

20 — The Complete IAM Monitoring and Auditing
Architecture

DIAGRAM 6 — End-to-End IAM Monitoring Architecture

| AWS ORGANIZATION ROOT |
| organization CloudTrail + SCPs |

| CLOUDTRAIL (ATl Accounts) |

| - S3 (Immutable) [
| - Cloudwatch Logs - Alarms

| - Guardbuty

| - Access Analyzer [
| - AwWS Config |

| Analytics, Detection, Automated Response |
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Security Team Visibility

IAM monitoring only works when all layers are integrated.

16. IAM Operational Excellence and
Enterprise-Scale Management

1 — Why IAM Operational Excellence Is Necessary (IAM Is
Not Static; It Is a Living System)
IAM operational excellence is the discipline of continuously managing, evolving, and governing IAM

configurations, identities, policies, and access models across a large-scale AWS environment. IAM is never
“done.” It is a living system that changes whenever:

e Teams create new workloads

e Services evolve

e Organizational structures shift

e New security requirements emerge
e Developers onboard/offboard

e Accounts are added

e Policies accumulate and decay
If IAM is not actively managed, it degrades.
Stale identities grow.
Roles accumulate unused permissions.
Boundary controls weaken.
Cross-account paths multiply.
Attack surface expands.
Operational excellence ensures that IAM remains:

e Secure

e Scalable

e Maintainable
e Governed

e Auditable

e Predictable

e Developer-friendly
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Without operational excellence, IAM collapses under its own complexity.

2 — Multi-Account AWS Environments and the Explosion of
IAM Components

At scale, AWS environments contain:

e Hundreds of accounts

e Thousands of IAM roles

e Thousands of permission policies

e Tens of thousands of trust relationships
e Thousands of federated identities

e A massive cross-account role matrix

e Dozens of service-linked roles

e Countless application identities
Operational excellence must account for this scale.
This includes:

e Account lifecycle management
e Role lifecycle management

e Policy governance

e |dentity hygiene

e Continuous compliance

e Automated provisioning

e Cross-account risk reduction

The more accounts there are, the more IAM complexity multiplies.

3 — Identity Lifecycle Management: Joiners, Movers,
Leavers

Large enterprises must automate identity lifecycle operations:
e Joiners: New employees must receive correct access through SSO/IdP, not IAM users.
e Movers: Changes in teams or roles require automatic permission realignment.

e Leavers: Offboarding must instantly remove AWS access.
IAM Identity Center (AWS SSO) with SCIM provisioning ensures that:

e |dentity lifecycle happens externally in the IdP
e AWS roles map dynamically through permission sets

e Access is granted or revoked instantly
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Operational excellence requires eliminating manual IAM user management.

DIAGRAM 1 — IAM Identity Lifecycle Automation

HR System - IdP (Okta/Entra/Ping) - SCIM - IAM Identity Center - AWS Accounts

Identity flows start outside AWS and synchronize automatically.

4 — Permission Set Management Through IAM Identity
Center

IAM Identity Center uses permission sets, which are templates defining what AWS access a user should get.
Permission sets:

e Automatically create IAM roles in target AWS accounts

e Automatically attach necessary inline/managed policies

e Are centrally governed and version-controlled

e Eliminate the need to manually manage human-facing IAM roles

e Provide session durations, MFA requirements, and tagging enforcement

Operational excellence requires:

e No manual human IAM roles
e All human access goes through Identity Center

e Permission sets act as centrally managed access profiles

This is the modern pattern for enterprise IAM.

5 — Hierarchical Role Classification: Admin, PowerUser,
ReadOnly, ServiceRoles, ApplicationRoles

Operational scale requires a clear, well-defined role taxonomy:
e Administrator Roles: Full privilege, MFA enforced, short session durations
e PowerUser Roles: Broad build permissions but no IAM management
e ReadOnly Roles: Observation and troubleshooting capability
e Service Roles: For AWS-managed integrations (CloudTrail, Lambda, ECS, Organizations, etc.)
e Application Roles: Minimal-permission roles for workloads

e Cross-Account Roles: Specific path-defined delegation roles

IAM operational excellence demands rigid separation of roles to avoid privilege overlap.
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DIAGRAM 2 — |IAM Role Taxonomy

| Readonly Roles |

| Service Roles |

Clear classification reduces chaos and operational drift.

6 — Managing Thousands of IAM Roles Using Naming
Conventions and Metadata

Enterprises cannot rely on human-readable role names alone.
IAM operational excellence requires:

e Strict naming conventions

e Prefix and suffix usage

e Environment designators (dev, stage, prod)

e Team and system identifiers

e Permission classification metadata

e Tags for ABAC enforcement

e Automated scanning and governance

Example naming format:

<team>-<workTload>-<environment>-role

Example tags:

team=payments

env=prod
data-classification=restricted
owner=team-1lead

These conventions enable automation to manage the IAM landscape.
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7 — Governance Through Permission Boundaries and SCPs

Operational excellence depends on preventing privilege escalation:

e SCPs enforce organization-wide restrictions
e Permission boundaries enforce identity-level limitations

e |AM conditions enforce structural constraints
Teams may create their own roles, but boundaries ensure they cannot exceed approved envelopes.

This separation of duties improves safety and agility.

8 — IAM Access Reviews and Periodic Privilege Certification

IAM roles, users, policies, and access paths must be reviewed regularly:

e Quarterly admin role certification

e Annual organization-wide access review

e Automated identification of unused access
e Removing stale roles

e Removing unused access keys

e Revoking old federation mappings

e Auditing role trust policies

e Reviewing service principal access

Operational excellence requires continuous access governance.

DIAGRAM 3 — IAM Access Review Lifecycle

Discovery - Analysis - Remediation - Verification - Continuous Monitoring

IAM access must always be up-to-date.

9 — Policy Lifecycle Governance (Versioning, Validation,
Optimization)

Policies must be:

e \ersion-controlled

Linted for errors

Validated through IAM Access Analyzer

Optimized for least privilege
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e Managed through CI/CD (GitOps for IAM)
e Tested in non-prod environments

e Automatically deployed across accounts

Operational excellence requires treating IAM policies as code.

10 — Golden Templates, Baseline Policies, and Policy
Inheritance

Large organizations must define golden templates:

e Standard admin policies

e Developer policies

e Permission boundaries

e Cross-account access roles

e Break-glass roles

e Lambda base policies

e EC2instance profile base policies
Golden templates ensure consistency across hundreds of accounts.
These templates are deployed automatically using:

e (CloudFormation StackSets

e Terraform modules

e (I/CD pipelines

Operational excellence = standardization + automation.

11 — Using Automation and Infrastructure as Code (laC)
for IAM

IAM must be:

e Code-defined

e Code-reviewed

e Code-tested

e Automatically deployed

e Monitored for drift

e Terraform
e (CloudFormation

e AWS CDK
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e GitOps workflows

e Policy-as-code linters

This eliminates manual creation of identity objects and prevents configuration drift.

12 — Managing IAM at Scale: Account Factories and
Landing Zones

AWS Control Tower and custom landing zones provide:

e Automated account creation

Preconfigured SCPs

Preconfigured IAM roles

Logging and security baselines

e Governance guardrails

Account-level identity bootstrapping

Operational excellence requires repeatable account provisioning pipelines.

DIAGRAM 4 — |IAM Bootstrapping in a Landing Zone

Account Factory - New AWS Account - Baseline Roles - SCPs - Logging - Guardrails

Each new account starts with a secure 1AM baseline.

13 — Standardized Cross-Account Access Paths

Operational excellence requires predictable cross-account access patterns:

e (Central security roles assuming into child accounts

Read-only audit roles

Centralized logging roles

Centralized CI/CD delivery roles

Lambda and EventBridge cross-account patterns

Saas roles for customer integrations

Clear cross-account pathways prevent ad hoc trust relationships and reduce risk.

14 — Session Duration, Credential Hygiene, and Rotational
Controls

IAM operational excellence requires:
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e Short session durations for privileged roles
e Enforced MFA

e Regular credential rotation

e Automated key disabling

e Removal of unused access keys

e Session tagging for context

e Limitations on federated session duration

This minimizes the blast radius of compromised sessions.

15 — Detecting IAM Drift: Policies, Roles, Trusts, Resource
Policies

IAM drift occurs when IAM elements deviate from golden baselines.
Detection mechanisms:

e AWS Config

e Access Analyzer

e CloudTrail

e GitOps drift detection

e OPA/Policy-as-code enforcement

e (CI/CD scanning

Drift can indicate:

Malicious activity

e Unapproved changes

Privilege escalation

Configuration decay

Operational excellence requires constant drift detection.

16 — Multi-Account Role Mining and Permission
Optimization
Use tools like:

e |AM Access Analyzer
e |AM Access Advisor
e Third-party IAM analysis platforms

e Machine learning-based permission mining

These tools analyze:
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Actual APl usage

Role-session activity

Unused permissions

e Excess privilege patterns

This allows creation of optimized least-privilege policies.

17 — 1AM Data Residency, Region Control, and Regulatory
Enforcement

Operational excellence includes regulatory compliance:

e Region restrictions via SCPs

Data residency controls

ABAC-driven environment isolation

Restrict commands that break compliance boundaries

e Monitoring data movement through IAM logs

These enforce legal and compliance requirements.

18 — Integrating IAM with Security Operations
(SOC/SIEM/SOAR)

IAM logs must feed into:
e Splunk
e Datadog
e QRadar
e Chronicle
e Security Hub
e GuardDuty
e SOAR automation
SOC teams must monitor:
e Authentication anomalies
e (Cross-account assumptions
e Privilege escalation attempts
e Role abuse
e Stale credentials

e Abnormal session behavior

IAM is the source of identity-level threat intelligence.
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19 — Preventing Policy Sprawl and Identity Explosion

Operational excellence avoids:

Role explosion

Policy duplication

Unmanaged trust policies
Unbounded cross-account access

Unused service roles

IAM sprawl is an indicator of architectural decay.

Mitigations include:

Tag-based ABAC
Standardized role patterns
Automated cleanup

Policy normalization

Central governance models

This ensures IAM remains manageable at scale.

20 — Unified IAM Operational Excellence Architecture

DIAGRAM 5 — Enterprise IAM Operations

| ORGANIZATION-LEVEL GOVERNANCE |
| (scPs, Landing zone, Identity Center) |
e e e +

Account Provisioning

| ACCOUNT-LEVEL IAM BASELINE |
| (Admin Roles, Audit Roles, Logging Roles) |
o o m - +

|
Identity and Policy Lifecycle

IAM OPERATIONAL MANAGEMENT FRAMEWORK |
- Permission Sets |

|
|
| - Boundaries
|
| - Policy Vversioning
|

I
- Role Taxonomy |
|
I

- Drift Detection
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Runtime Monitoring & Auditing

IAM operational excellence is the continuous integration of people, processes, and technology.

17. 1AM Governance, Policy Management, and
Enterprise Controls

1 — Why IAM Governance Exists: Preventing Chaos in
Large-Scale AWS Environments

IAM governance is the set of organizational rules, controls, processes, and oversight structures that ensure

identities, permissions, roles, and access models remain secure, standardized, predictable, and compliant
at enterprise scale.

Without governance, IAM quickly degrades into:

Hundreds of ad hoc roles

Thousands of unreviewed policies
Multiple privilege-escalation paths
Cross-account trust sprawl

Overly permissive resource policies
Misaligned trust boundaries
Inconsistent role naming

Inconsistent application ABAC tagging
No visibility into who can access what

“Shadow IAM" (teams creating rogue roles)

Governance ensures that IAM evolves intelligently, not accidentally, by enforcing rules for:

How identities are created

How permissions are defined

How policies must be reviewed

What guardrails are mandatory

What standards must be followed

Who is allowed to perform identity-related work

How cross-account access is permitted
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e How roles and permissions must be monitored

IAM governance is not about restricting developers—it is about enabling scale safely.

2 — Governance Begins with Organizational Structure:
Multi-Account, Multi-OU, and Delegated Roles

Enterprise IAM governance cannot exist without a proper AWS Organizations structure.
The governance control plane begins at the root of the organization.
A structured environment includes:

e Root OU with global guardrails

e Infrastructure OU (networking, shared services)
e Security OU (security tooling, logging, detection)
e Sandbox OU

e Development OU

e Testing/Staging OU

e Production OU(s)

e Workload-specific OUs

e Business-unit OUs
Each OU has its own SCPs, permissions model, delegation rules, and cross-account access pathways.

IAM governance flows downward through OUs.
DIAGRAM 1 — Governance Hierarchy and Control Flow

| ORGANIZATION ROOT |
| Global SCPs + Mandatory IAM |
e e e ey +

|
OU Structure

e e e e e e e e +
| security ou | Infra OU | Business OUs ...
e e e e +
|
Account-Level IAM

Roles ¢ Policies o Trusts e« Boundaries

The OU architecture defines where governance boundaries apply.


af://n3861
af://n3887
af://n3891

3 — IAM Governance through SCPs (The Organizational
Hard Outer Shell)

Service Control Policies are the primary enforcement tool for IAM governance at the organization level.
Governance SCPs enforce:

e No creation of IAM users

No role modification without central approval

No disabling of CloudTrail

No deletion of logs

No changes to security tooling

e Regional restriction

e Prevent access to high-risk services

e Prevent creation of unrestricted roles

e Prevent attachment of admin policies except through approved channels
These SCPs must be applied:
e Atthe root OU (mandatory guardrails)

e At environment OUs (dev/test/prod)

e At business OUs (restriction based on organizational policy)

SCP governance ensures nothing in any account can bypass organizational rules, even if a local admin
tries.

4 — IAM Governance Through Permission Boundaries
(Delegated but Controlled Access)

Permission boundaries are the second layer of IAM governance, used to regulate delegated administrators.
Use cases:

e Application teams can create roles
e (l/CD systems can create temporary roles
e Automation can create scoped roles

e Data platform teams can create ETL roles

e They cannot attach broad policies

e They cannot bypass service restrictions

e They cannot modify trust policies beyond allowed scopes
e They cannot escalate privilege

e They cannot modify logging roles
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e They cannot create roles outside approved patterns
The permission boundary is the identity-level guardrail.

Governance = SCP (outer shell) + Permission Boundary (per-identity shell).

DIAGRAM 2 — Dual Governance Layers

SCPs - Maximum Allowed for the Entire Account
Boundaries - Maximum Allowed for Each Identity

Identity Policies - Requested Permissions
Final Permissions = Intersection

Together, they establish unbreakable governance.

5 — Policy Governance: Standardization, Golden Policies,
and Policy-as-Code

Enterprises need strict governance around how policies are created, reviewed, approved, versioned, and
deployed.

Policy governance includes:

e Golden managed policies
o Admin baseline
o PowerUser baseline
o ReadOnly baseline
o Application baseline
o Cross-account role baselines
o Lambda execution baselines
o Logging/monitoring baselines
o Cl/CD baseline

e Policy-as-Code stored in Git:
o Version control

o Review workflow

o

Linting (policy validity checks)

[¢]

Testing (access simulation)

(¢]

Cl/CD deployment

[¢]

Automated rollback
e Automated validation pipelines:

o No wildcards ()
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o No unrestricted cross-account access
o Required conditions for resource access
o Validation of least privilege

o Use of AWS Access Analyzer

This eliminates “policy sprawl” and ensures quality and consistency.

6 — Centralization of Policy Ownership and Approval
Workflow

Governance requires clear roles:

e Security team
o Owns SCPs
o Owns permission boundaries
o Owns golden policies
o Approves cross-account trust

e Cloud platform team
o Manages automation pipelines
o Manages CI/CD for policy deployment
o Manages IAM Identity Center

e Application teams
o May manage application-specific roles
o Must use approved policy templates

o Must attach approved permission boundaries

Role clarity avoids chaotic IAM environments.

DIAGRAM 3 — Governance Ownership Model

Security Team - Defines guardrails
Platform Team - Automates deployment
App Teams - Operate within boundaries

Governance is distributed but controlled.

7 — Trust Policy Governance: Preventing Misuse of Role
Assumption Paths

The most dangerous IAM configuration in AWS is a misconfigured trust policy.
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Trust policy governance ensures:

e

e NO "Principal":
e No unbounded account trusts

e No unreviewed third-party access

e No unrestricted AWS service principle trusts

e Use of Externalld for vendor access

e Use of aws:SourceArn + aws:SourceAccount

e Preventing STS privilege escalation chains

e Preventing nested role assumptions across multiple accounts

Governance must enforce:

e Trust policy templates

e Pre-approved trust roles

e Automated trust validation
e Access Analyzer monitoring

e Deny-based SCPs to block dangerous trust relationships

Without trust governance, attackers can escalate privileges without touching permissions.

8 — Governance Through Least Privilege Enforcement and
Continuous Optimization

Least privilege cannot be manual at enterprise scale.
Governance requires:

e |AM Access Analyzer

e |AM Access Advisor

e (CloudTrail analysis

e Access simulation tools

e ML-based permission mining

e Automated policy updates

e Removal of unused permissions

e Enforcement of minimal access
This ensures IAM remains aligned with actual workload behavior.

Least privilege is not a one-time project—it is a continuous governance discipline.
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9 — Governance of IAM Naming Conventions and
Metadata Taxonomy

Naming conventions are governance controls.
Roles must include:

e Team name
e Application name
e Environment

e Role type

Example:

finance-invoice-prod-lambda-role

Process roles must clearly indicate purpose:

cicd-deploy-role
monitoring-readonly-role
crossaccount-audit-role

Tagging standards enforce:

e Ownership

e Environment

e Data classification

e Cost center

e Security requirements

e Compliance attributes

Governance uses metadata to enforce ABAC, automate policy management, and track ownership.

DIAGRAM 4 — Metadata-Driven IAM Governance

ABAC Enforcement
Cost Allocation

1

Tags
Tags

4

Tags - Security Rules
Tags - Lifecycle Automation

Metadata is essential for IAM governance automation.
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10 — Governance of Cross-Account Access and
Organizational Trust Boundaries

Cross-account access is one of the highest-risk IAM areas.

Governance requires:

Only approved cross-account role templates

Explicit review and approval workflow

SCP restriction to block unauthorized AssumeRole patterns
Mandatory use of Externalld for vendors

Trust condition enforcement

Continuous monitoring with Access Analyzer

No “star trusts” (e.g., trusting an entire account unless justified)
Lifecycle management for vendor roles

No shared credentials across accounts

Cross-account trust must be intentional, not accidental.

11 — Governance Through Identity Center (AWS SSO) and
Workforce Management

IAM Identity Center enables centralized governance:

Centralized authentication
Centralized permission sets
SCIM syncing from IdPs
Automated user lifecycle
MFA enforcement

Session duration control
User deprovisioning

Centralized logging

Governance benefit:

No IAM users for humans.

All human access flows through Identity Center, enforcing consistent governance.

12 — Governance for Workload Identities (Service Roles
and Machine Identities)

Workload identities often outnumber human identities.

Governance must control:
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e Lambda roles

e ECStaskroles

e EC2instance profiles

e EKSIRSAroles

e Automation service roles
e SaaS provider roles

Control points:

e Embedded permission boundaries

e Approval workflow for role creation

e Automated scanning for unused roles
e Trust policy validation

e Enforcement of required tagging

Workload IAM governance is the backbone of cloud-native security.

13 — Governance for Federated and External Identities
(Vendors, SaaS, Partners)

External identities are major governance risks.
Governance requires:

e Pre-approved vendor trust templates

e Mandatory Externalld

e Restriction to specific resources

e Scoped session policies

e Time-bound role access

e Continuous monitoring of vendor sessions

e Vendor access revocation procedures

Governance maintains the boundary between internal and external trust.

14 — Governance Around KMS Key Policies and Encryption
Controls

KMS is the core of enterprise data security.
Governance ensures:

e No overly permissive key policies

e NO "Principal":

e No cross-account decrypt unless approved
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e Mandatory use of grant tokens
e Controlled access to key administrators
e Monitoring of decrypt operations

e SCP restrictions on key tampering

KMS policy governance protects sensitive data.

15 — Governance of Resource Policies (S3, Secrets
Manager, Lambda, ECR, SNS/SQS)

Resource policy governance includes:
e No public access unless justified
e No cross-account access without approval
e Access Analyzer to detect violations
e Enforcement of least privilege
e Use of condition keys
e Tight control of principals

e Required tagging for resource classification

Resource policy governance prevents data exposure and unauthorized access paths.

16 — Governance Through Monitoring, Logging, and Audit
Integration

Governance must include:

e (CloudTrail org trails

e GuardDuty

e AWS Config rules

e Access Analyzer with continuous scanning
e Real-time anomaly detection

e |og centralization

e SIEM integration

e Automated notifications

Logging + monitoring = governance visibility.

17 — Organizational Automation Pipelines for IAM
Governance

Governance requires automation:
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e (CloudFormation StackSets

e Terraform modules

e GitOps pipelines

e SSO provisioning automation

e |AM policy deployment automation
e Role creation workflows

e Automated trust validations

e Continuous compliance enforcement

Governance is not sustainable without automation.

18 — Governance for Break-Glass and Emergency Access

Break-glass access must be:
e Rare
e Time-limited
e MFA-enforced
e |logged
e Reviewed post-event
e Protected by strict SCPs
e Protected by KMS

e Monitored with real-time alerts

Governance ensures emergency access cannot be abused.

19 — Lifecycle Governance: Cleanup, Sunset Policies, Role
Retirement

IAM must not accumulate forever.
Governance includes:

e Periodic cleanup cycles

e Sunsetting of old policies

e Retirement of unused roles

e Removal of dormant trust paths
e Removal of old access keys

e Role consolidation initiatives

IAM decay is a governance failure.
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20 — The Complete IAM Governance Architecture

DIAGRAM 5 — Enterprise IAM Governance Framework

| ORGANIZATION GOVERNANCE LAYER |
| - ScPs |
| - Central Identity Provider |
| - Identity Center |
| - Account Factory / Landing Zone |

| POLICY-AS-CODE + PERMISSION SETS |

| - Golden Policies |
| - Boundaries |
| - Trust Templates |

| WORKLOAD & HUMAN ACCESS LAYERS |
| - Role Taxonomy |
| - Metadata & ABAC [
| - Cross-Account Path Governance |

e e et
| LOGGING ¢ ANALYTICS e DETECTION o SIEM |
P e e e e e e e e e +

IAM governance integrates structure, automation, policies, processes, and monitoring.

18. IAM Integration With AWS Services and
Cross-Service Authorization Flows

1 — Why IAM Must Integrate With Every AWS Service (IAM
Is the Universal Control Plane)

IAM exists as the universal authorization layer across AWS.
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Every service operation—whether it's starting an EC2 instance, decrypting data with KMS, invoking a Lambda
function, publishing to SNS, or modifying a DynamoDB table—must first pass through IAM.

The reason IAM must integrate tightly with all AWS services is simple:
AWS is API-driven, and every API call requires identity verification and permission enforcement.
IAM therefore functions as:

e The authentication layer (who are you?)

e The authorization layer (what are you allowed to do?)

e The boundary enforcement layer (SCPs + boundaries)

e The runtime restriction layer (session policies)

e The context evaluator (conditions + tags)

e The multi-account control layer (role assumptions + trust policies)

e The resource protection layer (resource policies)
This makes IAM the “brain” of AWS.

AWS services simply enforce what IAM decides.

2 — How IAM Integrates With AWS Services Internally: The
Unified Authorization Pipeline

Every AWS service calls the IAM authorization engine (internally “AUTHZ") before performing any action.
The unified flow:

1. A principal makes a request (IAM user, role, AWS service, federated identity).
2. AWS STS evaluates token/session validity.

3. 1AM loads applicable policies (identity, resource, SCP, boundary, session).

4. 1AM evaluates all denies.

5. 1AM evaluates allow logic.

6. Service receives final decision: Allow or Deny.

7. Service performs or blocks the operation.
No AWS service bypasses IAM unless:

e |tisa privileged AWS internal operation, or

e |t operates under implicit AWS service principals.

DIAGRAM 1 — Unified AWS AUTHZ Model

Principal - STS Token validation -» IAM Evaluation Engine - AWS Service

IAM is the gatekeeper for every AWS API call.
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3 — IAM Integration Patterns Across AWS Services

IAM integrates with services in three core patterns:

Pattern A — Identity-Based Access Control (Standard Model)

Most AWS services use IAM identity policies exclusively.
Examples:

e DynamoDB
e RDS

e EC2

e Glue

e ECS/EKS

e SSM

e Athena

Pattern B — Resource-Based Access Control (Inbound Trust)

Some services allow resource policies for cross-account/global access.
Examples:

e S3 bucket policies

KMS key policies

e |ambda resource policies

e SNS/SQS resource policies

e EventBridge bus policies

e Secrets Manager resource policies
e AP| Gateway resource policies

e ECR repository policies

Pattern C — Trust Policies (Role Assumption Model)

Used for:

e STS AssumeRole

e AWS service role trusts

e SAML/OIDC federation

e (ross-account IAM delegation

IAM trust policies define who is allowed to assume a role or perform an action on behalf of a principal.

These three patterns form the foundation for all service integrations.
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4 — How AWS Services Use IAM Roles Internally (Service-
Linked Roles)

AWS services require roles to operate on resources on your behalf.
These roles are called service-linked roles.
Examples:

e Elastic Beanstalk service role

ECS task role & execution role

e |ambda execution role

e QOrganizations service-linked role
e GuardDuty service role

e Backup service role

e (CloudTrail service role

e SSM service role
Service-linked roles are automatically created, updated, and used by AWS services.

Their trust policies look like:

"Principal": {"Service": "service.amazonaws.com"}

IAM trust + AWS service principal = AWS-managed operational privilege.

DIAGRAM 2 — Service-Linked Role Integration

AWS Service - Assumes Service-Linked Role - Performs Actions 1in Your Account

This is how AWS services operate on your resources securely.

5 — Cross-Service Authorization: When One AWS Service
Calls Another

AWS services frequently call each other on your behalf.
Examples:

e CloudTrail writes logs to S3

EventBridge invokes Lambda

SNS publishes to SQS

S3 triggers Lambda

CloudWatch Logs triggers Lambda
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e Glue reads from S3
e Step Functions executes Lambda tasks

e API Gateway triggers Step Functions

These require three layers of authorization:

Layer 1 — The calling service must have permission (service role)

Example: Lambda execution role needs s3:Getobject.

Layer 2 — The target resource must trust the caller (resource policy)

Example: S3 bucket policy allows Lambda service principal.

Layer 3 — IAM conditions must validate context

Example: Event source must specify aws:SourceArn.

DIAGRAM 3 — Cross-Service Authorization Tri-Layer Model

calling Service - (1) Service Role Permissions
l

Target Resource - (2) Resource Policy Trust

!

IAM Engine - (3) Conditions Evaluated (SourceArn/SourceAccount)

This is the most critical integration pattern in AWS.

6 — Cross-Account IAM Flows: Enterprise-Level Access
Patterns

Cross-account access is extremely common and IAM governs it with:

e Role assumptions ( sts:AssumeRole)

e Resource policy-based access (S3/KMS/SNS/SQS/etc.)
e VPC endpoint access

e Multi-account CI/CD

e Organizational guardrails (SCPs)

Patterns:
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Pattern A — Principal in Account A assumes role in Account B

Most common and secure method.

Pattern B — Resource in Account B grants access to principal in
Account A

Used for:

e S3 cross-account
e SNS/SQS

e ECR

e KMS

e Lambda invocation

Pattern C — Event-driven cross-account automation

EventBridge — Lambda, SQS, Step Functions, etc.
Cross-account IAM integration requires:

e Secure trust policies

e |east-privilege resource policies

e SCP controls

e Conditional restrictions (aws: SourceAccount, aws:SourceArn)

e Permission boundaries for identity creators

7 — How IAM Integrates With Data Services (S3,
DynamoDB, RDS, Glue, Athena)

S3

Uses:

e |AM identity policies
e Bucket policies

e ACLs (legacy)

e Block Public Access

e VPC endpoint policies

DynamoDB
IAM-only authorization with fine-grained access via:

e dynamodb:LeadingKeys

e dynamodb:Attributes
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e (Condition Keys for partition-scope access

RDS

IAM integrates through:

e |AM database authentication (RDS MySQL/Postgres)
e |AM roles for RDS Data API

e KMS encryption IAM permissions

Glue & Athena

Integrate through:

e AccesstoS3
e Access to Data Catalog
e Role assumptions for ETL jobs

e KMS encryption permissions

IAM defines the entire data perimeter.

8 — IAM Integration With Compute (EC2, ECS, EKS, Lambda,
Batch)

IAM roles are foundational in compute services:

EC2 Instance Profile

Instance receives temporary credentials from metadata service.

ECS Task Role

Each task receives isolated IAM permissions.

EKS IRSA

Pod-level IAM integration using OIDC federation.

Lambda Execution Role

Function receives permissions to access AWS APIs.

Batch/EMR

Cluster and job roles govern access to S3, logs, KMS, etc.

These IAM integrations are the backbone of modern cloud-native architecture.
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DIAGRAM 4 — |AM Integration Across Compute Services

EC2 - Instance Profile
ECS - Task Role

EKS - IRSA Role

Lambda - Execution Role
Batch/EMR - Job Roles

IAM is the permission engine for all compute.

9 — IAM Integration With Serverless and Event-Driven
Architectures

IAM defines all relationships between event sources and consumers:

e S3 — Lambda
e S3 — EventBridge
e SNS — Lambda
e SNS —SQS
e (CloudWatch Events — Step Functions
e DynamoDB Streams — Lambda
e Kinesis — Lambda
Each integration requires:
e |AM execution role permissions
e Resource policy trust

e Proper SourceArn/SourceAccount restriction

Without IAM, event-driven architectures cannot function securely.

10 — IAM Integration With Networking (VPC, ELB, API
Gateway)

IAM participates in networking in several advanced ways:

APl Gateway IAM Auth

IAM signs API requests via IAM roles.
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VPC Endpoint Policies

Restrict which principals can access S3, KMS, Secrets Manager, etc., through PrivateLink.

Load Balancers

Integration with:
e Cognito
e |AM-based Lambda authorizers

IAM enforces identity-aware networking boundaries.

11 — 1AM Integration With Observability (CloudWatch, X-
Ray, CloudTrail, GuardDuty)

IAM controls:

e Who publishes logs

e Who can create metrics

e Who can read metrics

e Who can invoke alarms

e Who can access CloudTrail logs
e Who can modify GuardDuty

e Who can disable or enable security services

IAM is required for secure monitoring and detection architectures.

12 — IAM Integration With KMS: Encryption and
Cryptographic Trust

KMS is deeply integrated with IAM:

e |dentity policy governs can you request decrypt?
e Key policy governs should this key trust you?

e Grant tokens restrict delegation

e Decrypt calls logged in CloudTrail

e Conditions restrict principals, IPs, VPC endpoints

IAM + KMS form the data encryption trust boundary.
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DIAGRAM 5 — IAM + KMS Two-Layer Security Model

Identity Policy Allows?
Key Policy Allows?

Decrypt Allowed oOnly If BOTH True

This model protects encrypted data.

13 — IAM Integration With DevOps, CI/CD, and GitOps

IAM controls:
e Pipeline execution roles
e Deploymentroles
e (Cross-account delivery roles
e |nfrastructure automation (Terraform/Cfn/CDK)

e Session policies for stage-based restriction

Cl/CD pipelines cannot operate without proper IAM integration.

14 — IAM Integration With Identity Federation
(SAML/0IDC)

Federation integrates IAM with IdPs:

e Azure AD/Entra

e Okta

e Ping

e Google Workspace

IAM maps:

e Assertion attributes
e Principal tags
e Permission sets

e SAML/OIDC trust relationships

This is the foundation of workforce identity management.

15 — IAM Integration With Zero-Trust and Data Perimeter
Controls

IAM enforces zero-trust through:
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e Session policies

KMS policy controls

S3 object ownership and bucket policies

VPC endpoint conditions
® aws:PrincipalorgibD

® aws:PrincipalARN

® aws:Sourcevpce

e aws:CalledviaLast

IAM is the engine behind AWS data perimeter enforcement.

16 — IAM Integration With Disaster Recovery and Multi-
Region Architectures

IAM governs:
e (Cross-region replication (S3 CRR)
e Multi-region KMS keys
e Global DynamoDB tables
e Role replication across regions

e Guardrails for DR pipelines

Without IAM, DR automation cannot work.

17 — IAM Integration With Control Tower, Landing Zones,
and Organizational Governance

AWS Control Tower embeds IAM into:

e Baselineroles

e SSO permission sets

e SCP guardrails

e Logging/monitoring access
e Account factory provisioning

e (Cross-account administrator roles

IAM is the foundation of landing zone governance.

18 — IAM Integration With Third-Party SaaS and Vendor
Access

Vendors integrate via:


af://n4779
af://n4794
af://n4811

e Cross-accountroles

e Externalld

e Scoped KMS permissions
e Scoped S3 access

e Scoped event access

e Session policies for runtime limitation

Governance is essential to prevent vendor misuse of AWS identity paths.

19 — IAM Integration With Policy Simulation, Access
Analyzer, and Automated Validation

IAM integrates with tools to validate policy correctness:

e |AM Policy Simulator
e |AM Access Analyzer
e Validation APIs

e |dentity Store APIs
These tools analyze:

e |east privilege gaps

e Cross-account risks

e Authorization paths

Explicit/implicit denies

Access graph mapping

IAM becomes analyzable and governable.

20 — Complete IAM Cross-Service Integration Architecture

DIAGRAM 6 — Unified IAM Integration Model
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Core Services Data Services Compute Services
(EC2, IAM, STS) (S3, DynamoDB, KMS) (Lambda, ECS, EKS)

frccossoressosesosnonos Cross-Service Authorization ------------—-——-—- +
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Event-Driven Services
(SNS, SQS, EventBridge, API Gateway)

%
Identity Federation Layer
|

v
organizational Governance
(scpPs, Boundaries, Permission Sets)

IAM touches every AWS service.

It is the root of all authorization logic.

19. Fully Consolidated IAM Summary (One
Unified Deep Summary)

IAM in AWS is the single most important control layer across the entire cloud ecosystem because it governs
every form of identity, every permission request, every cross-account interaction, and every API call that
touches any AWS service. It acts as the universal brain of authorization—evaluating who a principal is, what
their session context contains, what permission boundaries restrict them, what service control policies apply at
the organizational level, what resource policies allow on the target resource, and what conditions shape how
those permissions must be used. IAM is therefore not simply a service; it is the central nervous system of AWS.
Without IAM enforcing strict governance models, every aspect of AWS security, resource access, data
protection, and cross-service interaction collapses.

IAM begins with the core identity model—users, roles, groups, and policies—where roles dominate modern
AWS designs. Users are deprecated for humans, replaced entirely by federated identities through IAM Identity
Center, while roles supply temporary credentials through STS. Roles define who can assume them through
trust policies, which act as the “front door” of AWS identity. Trust policies are perhaps the most dangerous
configuration surfaces: if misconfigured, they enable privilege escalation, cross-account invasion, or lateral
movement across workloads. Thus, IAM governance must focus as strongly on trust policies as on permission
policies. Every role, service, application, workload, function, container, or automation process uses roles as its
access boundary, making role design the cornerstone of secure AWS architectures.

IAM policies define what an identity can do—but only within the confines of higher-level restrictions. Service
Control Policies (SCPs) form the hard outer perimeter around entire AWS accounts and organizational units.
SCPs restrict actions even for administrators and root, enforce region boundaries, and guarantee that critical
guardrails—like preventing CloudTrail deactivation, preventing root actions, or preventing high-risk IAM
operations—cannot be bypassed. SCPs are the organizational backbone of multi-account governance.

Permission boundaries form the second major guardrail. Unlike SCPs, they are attached per identity and
define the maximum permissions that the identity can ever possess—even if an overly permissive identity
policy is attached by a delegated admin. This enables safe delegation: application teams can create roles, but
cannot exceed centrally defined privilege ceilings. Boundaries enforce organizational safety without blocking
team autonomy, enabling scale-out IAM operations.
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Resource policies are the inbound trust mechanism that AWS resources use to restrict who can access them.
They apply to S3, KMS, SNS, SQS, Lambda, EventBridge, ECR, Secrets Manager, OpenSearch, and many other
services. Resource policies define which principals—accounts, roles, AWS services, or the public—are
permitted to interact with the resource. This is essential in cross-account, event-driven, and service integration
architectures. Resource policies must be tightly governed, especially in S3 and KMS, to avoid data exposure or
cryptographic misuse.

Session policies add runtime-scoped reductions to permissions. They apply to STS sessions created by
AssumeRoTle, federation, CI/CD pipelines, SaaS role assumptions, and automation flows. They narrow
permissions during a session so that the principal cannot exceed the tightly scoped subset of allowed actions.
Even if a role has broad static permissions, a session policy ensures runtime least privilege.

IAM’s policy evaluation logic enforces intersection semantics: SCPs must allow, permission boundaries must
allow, identity policies must allow, session policies must allow, resource policies must allow, and there must be
no explicit deny anywhere in the system. This multi-layer model ensures the final permission set is the smallest
intersection of all possible controls, which is essential for least privilege and defense in depth.

IAM integrates with every AWS service, because every AWS operation is subject to IAM authorization. Compute
services rely on IAM roles for execution environments: EC2 uses instance profiles, ECS uses task roles, EKS uses
IAM Roles for Service Accounts (IRSA), Lambda uses execution roles, and Batch/EMR use dedicated job roles.
Data services rely on IAM both for resource access (S3, DynamoDB, Glue, KMS) and for cross-service
interactions. Event-driven services rely heavily on IAM: every SNS — SQS, S3 — Lambda, EventBridge —
Lambda, or Step Functions — Lambda interaction uses a combination of identity policies, resource policies,
and trust policies. KMS enforces identity policy + key policy dual control for cryptographic actions. Networking
services (APl Gateway, VPC Endpoints) embed IAM into authorizers and endpoint policies to enforce identity-
aware networking.

IAM governance spans organizational structure, SCPs, permission boundaries, trust policy governance,
permission set management through Identity Center, golden managed policies, naming conventions,
metadata-driven ABAC, drift detection, policy-as-code workflows, CI/CD deployment, and role lifecycle
management. IAM governance ensures that IAM does not decay over time, because |IAM is a living system that
mutates with every new application, integration, account, team, or workload.

Operational excellence in IAM requires automation. Accounts must be created with baseline roles and SCPs via
account factories or Control Tower. Policies must be version-controlled, validated, simulated, and deployed via
Cl/CD. Access reviews must be continuous. Role sprawl must be controlled. Cross-account trust must be
intentional. Permissions must be mined using Access Advisor and Access Analyzer. KMS and S3 resource
policies must be continuously validated for exposure.

IAM monitoring and auditing completes the governance loop. CloudTrail provides universal event logging for
every |AM authentication and authorization event. Access Analyzer detects cross-account and public access
risk. GuardDuty detects credential compromise, anomalous role assumptions, and abuse of keys. CloudWatch
Alarms detect high-risk operations (root logins, policy changes, boundary removal). AWS Config tracks
configuration drift and ensures continuous compliance. Central log aggregation ensures attackers cannot hide
modifications to IAM.

IAM is thus not a static service, but a multi-layer authorization fabric that governs identity, trust, permission,
access, and governance across the entire AWS ecosystem. It is the foundation of secure cloud architecture.
Every workload, every application, every service integration, every user, and every resource interaction
fundamentally depends on IAM. The consolidated IAM model is a combination of:

e |dentity and trust as the front door



e Policies, boundaries, and SCPs as the guardrails

e Resource policies as the resource-side enforcement

e Session policies as the runtime restriction

e Tags and conditions as the context

e (CloudTrail, Analyzer, GuardDuty, Config as the visibility layer

e |dentity Center and automation as the workforce and governance layer

e Policy-as-code, landing zones, and standardized patterns as the organizational backbone

IAM is where security, governance, operations, and architecture meet. Without deep IAM mastery, no AWS
environment can be secure, scalable, or maintainable.

Unified IAM Architecture Diagram (Final Consolidated Diagram)
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Observability Layer: CloudTrail e Access Analyzer e« GuardbDuty e« Config

This is the complete IAM authorization system as a single unified architecture.

20. IAM Misconceptions, Pitfalls, Architecture
Mistakes, and Interview Traps

1 — The Biggest Misconception: IAM Is Only About
Permissions, Not Trust

The most widespread misconception about IAM is believing it is solely about permissions (“what an identity
can do”). In reality, the most dangerous part of IAM is trust (“who is allowed to assume a role or act as a
principal”).

Many AWS breaches occur not because a permission policy was overly permissive, but because a trust policy
allowed someone to assume a role they should never have been able to assume.

People misunderstand:

e The difference between identity policies and trust policies
e That trust policies must be minimal and highly guarded
e That trust defines who can become what identity

e That misconfigured trust enables privilege escalation even when permission policies look safe

This misunderstanding causes catastrophic architectural mistakes.

2 — Misconception: SCPs Grant Permissions (They Do Not)

Another common misconception is thinking SCPs grant permissions.
SCPs never grant anything. They only restrict.

Interview trap:

“What happens if an SCP allows an action but the IAM policy does not?”

Correct answer: The action is still denied, because SCPs do not grant permissions.
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DIAGRAM 1 — SCP Misconception Clarification

SCPs = Maximum Boundary
Identity Policies = Actual Permissions
Effective Permissions = Intersection

If either layer denies, the action fails.

3 — Misconception: Permission Boundaries Give Extra
Permissions

Permission boundaries never give extra permissions.

They only restrict.

Common mistake:

Teams attach powerful identity policies and assume boundaries will extend them.

Boundaries simply limit the identity to the boundary’s envelope.

4 — Misconception: Resource Policies Are Secondary to
Identity Policies

Many believe resource policies are inferior to identity policies.

They are not.

Resource policies implement inbound access control, which can override identity policies entirely.
Example trap:

“A user with full S3 access cannot read a bucket unless the bucket policy allows it.”

Correct.

5 — Pitfall: Over-Permissive Trust Policies (“Principal”: “*")

This is one of the most dangerous mistakes in AWS.

If a trust policy says:

"Principal":

You have created a role that anyone can assume from any AWS account.
This is an instant breach.

Interview trap:
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“What is more dangerous: Action: * or Principal: *?"

Correct answer: Principal: *, because it controls identity impersonation.

6 — Pitfall: Assuming KMS Follows IAM Policies Alone

KMS uses two layers:

1. Key policy
2. ldentity policy

Most failures occur because the key policy does not trust the principal.
Misconception:

“| gave the IAM user decrypt permission; why can’t they decrypt?”
Answer:

Because the KMS key policy does not allow them.

DIAGRAM 2 — KMS Dual Authorization

Identity Policy Allows?
Key Policy Allows?

Decrypt Allowed oOnly If BOTH

Failure to understand this leads to broken encryption architectures.

7 — Pitfall: Misusing iam:PassRole (Privilege Escalation
Vector)

iam:PassRole is the most exploited privilege escalation path.
If a user can pass a privileged role to:

e EC2

e Lambda

e ECS

e Batch

e Glue

e Step Functions

...they can impersonate that role.

Architecture mistake:
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Allowing iam:PassRole without restricting the role ARN.

8 — Pitfall: Relying on Inline Policies Instead of Managed
Policies

Inline policies cause:

e |ack of version control

e Duplication

e Hard-to-identify privilege escalation
e Difficult audits

¢ Inconsistent governance

Best practice: use managed policies (customer-managed), store them in Git, and deploy via automation.

9 — Pitfall: Not Using Externalld for Third-Party Vendors

If you allow a vendor to assume a role in your account but do not require an Externalid:

e You expose your account to the confused deputy problem

e Attackers may trick the vendor into using your role

Externalld is mandatory for all third-party assumptions.

10 — Pitfall: Unrestricted Cross-Account Role Trust

Never trust an entire AWS account unless absolutely necessary.

Bad:

"Principal": {"AwS": "arn:aws:iam::111122223333:root"}

Better:

Trust only specific roles

Use conditions ( SourceArn, SourceAccount)

e Use permission boundaries

Use vendor Externallds when needed

Unrestricted account trust is a major architecture mistake.
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11 — Misconception: Federated Access Is Safer Without
IAM Roles

Some developers try to bypass roles and directly map SAML/OIDC attributes to AWS permissions.
This is incorrect.
Federation must result in STS role assumption because:

e Roles supply temporary credentials
e Roles integrate with SCPs and permission boundaries
e Roles enforce trust conditions

e Roles allow session tags

Skipping roles is an anti-pattern.

12 — Pitfall: Using IAM Users for Humans

IAM users:

e (Create long-lived keys

e Causes credential sprawl

e |ack centralized lifecycle (join/move/leave)
e No MFA enforcement from IdP

e No SSO integration

e No password rotation governance

All human access must go through 1AM Identity Center, not IAM users.

DIAGRAM 3 — Correct Human Access Model

IdP -» SSO - Permission Sets - Account Roles - Temporary Credentials

IAM users are legacy.

13 — Pitfall: Publicly Accessible Resources (Especially S3)

Teams misunderstand:

e "Principal": "*"
e Public ACLs
e Missing Block Public Access

e Weak bucket policies

This leads to data leaks.
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S3 must always be locked down unless explicitly intended to be public.

14 — Pitfall: Unbounded Lambda Invocation Permissions

Lambda resource policies often forget conditions such as SourceArn and SourceAccount, leading to:

e (Cross-account invocation attacks
e Event source spoofing

e Eventinjection

Always restrict event sources tightly.

15 — Pitfall: Ignoring Session Duration and Session Tag
Security

Misconfigured session durations allow:

e Long-lived privileged sessions
e Persistent compromise

e Untraceable impersonations

Session tags require governance, otherwise ABAC becomes dangerous.

16 — Misconception: Permission Boundaries Work Like
SCPs

Many assume boundaries restrict the entire account like SCPs.

Boundaries restrict only that specific identity, not the account.

Architectural mistake:

Using boundaries to solve account-wide governance.

SCPs exist for that.

17 — Pitfall: Lack of Policy Version Control (IAM Sprawl)

Without Git-based policy governance:

e No visibility on changes

e No reviews

No rollback

No history

No CI/CD validation

IAM policies become unmanageable.
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18 — Pitfall: Inline Permissions on Service Roles (Lambda,
ECS, EC2)

Service roles should be:

e Minimal

Managed

Standardized

Template-based

Many teams attach inline permissions directly onto service roles, creating drift and privilege escalation risk.

19 — Interview Traps: Understanding IAM Evaluation Logic

Interviewers often test candidates with tricky IAM evaluation scenarios.
Traps include:

e What if identity policy allows but resource policy denies?
e What if SCP denies but all other layers allow?

e What if session policy is more restrictive?

e What if permission boundary denies?

e What if explicit deny appears anywhere?

e What if resource policy grants access but IAM identity policy does not?
Correct answers always follow the rule:

Final permissions = ALLOW only if EVERY layer allows AND no explicit deny exists.

20 — The Ultimate IAM Pitfall: Designing IAM Without
Multi-Layer Governance

The single worst architecture mistake is treating IAM as:

e Asingle-layer system
e Adeveloper-owned configuration

e A per-account responsibility
IAM is a multi-layer, organization-wide control framework.

The failure to implement:

SCPs

e Permission boundaries

Golden policies

Policy-as-code
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e |dentity Center

e Continuous monitoring

e Resource policy governance

e (Cross-account trust governance

e Naming/tagging governance
...results in environments that are fundamentally insecure.

IAM must be governed like a mission-critical system.

Final Consolidated IAM Pitfall Diagram

COMMON IAM FAILURES

over-Permissive Trust Policies (wWorst Mistake) |
Misunderstanding SCP vs IAM Permissions |
No ExternalId for vendors I
iam:PassRole Misconfigurations (Privilege Escalation) |
PubTic S3 Buckets / weak Resource Policies |
overuse of IAM Users (No SSO) [
Not Using Permission Boundaries / SCPs

Misunderstanding KMS Key Policies

No Policy-as-Code Governance
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10. Role Explosion with No Naming Standards

These are the highest-risk IAM architecture mistakes.

THE FINAL FULL IAM MEGA-DIAGRAM
(Consolidated Architecture)
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FULL EXPLANATION OF EVERY LAYER OF THE
MEGA-DIAGRAM

Below is the complete, deeply detailed explanation, written in long-form and covering every component and
how they interlock.

1 — AWS Organization Root: The Hard Outer Boundary

The topmost layer is the Organization Root.
This defines:

e Mandatory SCPs

e Region restrictions

e Disallowed destructive actions
e Global governance controls

e Inheritance rules for all OUs and accounts
This is the absolute highest guardrail in AWS.

Nothing—even account administrators—can bypass these SCPs.

2 — Organizational Units (OUs): Governance Segmentation

Each OU represents a governance boundary:

e Security OU — Monitoring, logging, auditing
e |Infrastructure OU — Networking, shared services
e Workload OU — Microservices, applications

e Sandbox/Dev OUs — Limited-permission environments

Each OU contains its own SCPs, controlling behavior for all accounts under it.
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3 — Member Accounts: The Local IAM Universe

Each AWS account inherits:

e Root-level SCPs
e QU-level SCPs

e Account-level SCPs
These SCP layers enforce the account’'s maximum permissions envelope.

Every identity inside the account cannot exceed what SCPs allow.

4 — |IAM Identity Center (SSO): The Workforce Identity
Layer

Identity Center provides:

e Federated workforce access

e SCIM provisioning

e Permission sets

e (Centralized identity management
e Session duration controls

e MFA enforcement
Identity Center creates account roles automatically.
These roles are what humans assume.

No human should ever have an IAM user.

5 — Permission Boundaries: Per-ldentity Maximum
Guardrails
Permission boundaries restrict:

e The maximum permissions any role/user may obtain
e What delegated admins can create

e How much power a role may have
Even if a role’s policies are over-permissive, boundaries limit the effective permissions.

This is essential for self-service IAM safely.

6 — Identity Objects (Roles / Users): Trust + Permissions

Each identity contains:

e Trust policy — who can assume the role
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¢ Identity policies — what actions the identity wants to perform

e Permission boundary reference

This forms the identity's definition of capability, constrained by the upper layers.

7 — STS AssumeRole: Temporary Credential Factory

When a role is assumed:

e STSissues temporary credentials
e Session policies may be applied
e Tags may be attached

e Session duration limits apply

STS ensures identities never use long-term credentials.

8 — Session Policies: Runtime Scope Down

Session policies further restrict a session’s permissions.
Even if a role has broad policies, session policies shrink capabilities to a smaller runtime subset.

Used in:

Cl/CD pipelines

SaaS provider role assumption

e (Cross-account automation

Privilege-tightened execution paths

9 — IAM Authorization Engine (AUTHZ): The Decision Brain

AUTHZ evaluates in strict order:

1. SCPs

2. Permission Boundaries
3. Identity Policies

4, Session Policies

5. Resource Policies

6. Explicit Denies

7. Final Allow
The final allowed permission set = intersection of all layers.

This is the heart of IAM security.
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10 — Resource Policies: Inbound Access Control

Many AWS services enforce inbound trust through resource policies:

e S3 bucket policies

KMS key policies

Lambda execution policies

SNS/SQS policies

EventBridge policies

Secrets Manager policies

ECR repository policies

These define:

Which principals may interact

Under what conditions

From which accounts

Through which event sources

Without resource policies, cross-account architectures would collapse.

11 — Cross-Service Integration: Service-to-Service
Authorization

AWS services constantly call each other:
e S3 > Lambda
e SNS — SQS
e EventBridge — Lambda
e Step Functions — Lambda / ECS / Glue
e (CloudTrail — S3
e S3 — Event Notifications
e (CloudWatch Logs — Lambda
Each interaction requires:
e |dentity policy permitting outbound action
e Resource policy trusting the calling service

e Proper conditions for SourceArn and SourceAccount

This is enforced by IAM per request.

12 — Observability: CloudTrail, Config, Analyzer

This layer provides transparency:
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e CloudTrail records all IAM decisions

e Access Analyzer identifies external/public access
e AWS Config tracks IAM configuration drift

e SIEM consolidates logs

e SOAR triggers automated remediations
Observability is mandatory to detect:

e Misconfigurations

e Attack attempts

e Anomalies

e Privilege escalations

13 — Monitoring & Detection: GuardDuty + CloudWatch

This layer performs live threat detection:

e GuardDuty detects IAM abuse

e CloudWatch detects root logins, policy changes
e Alerts for session anomalies

e Detection of lateral movement

e |ndicators of credential compromise

Security is incomplete without this.
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